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1 Introductions

1.1 System Description

Proscend 28-Port GbE Managed Switch 850X-28 enables full wire-speed with 40G SFP+ Uplinks
and can handle extremely large amounts of data between network edge switches and servers at

core network. The 850X-28 features Link Aggregation to accommodate all traffic for different kind of

requirement of bandwidth, the Spanning Tree Protocol (STP/RSTP/MSTP) to maintain the quality of

network and the QoS enablement for performance improvement of critical network traffic.

1.2 Hardware Installation

1.2.1 Connecting Power

The 850X-28 can automatically adjust the AC power setting to adapt to any
voltage supply in the range 100~240 VAC 50/60Hz. Connect the one end of
the supplied AC power cord to the AC power connector on the rear panel and
the other end into a properly grounded power outlet.

1.2.2 LED Indicators

LED Color Description
On: Green Power on.
PWR
Off Power off.
On: Green System is ready.
SYS Blinking System is booting up.
Off No power or system boot up failed.
On: Red Alarm for system failure because of overheat or
ALM wrong voltage.
Off Switch is in operation with normal condition.
On: Green Ethernet LINK UP at 1000Mbps.
1~24 LAN
Port On: Amber Ethernet LINK UP at 10/200Mbps.
. Blinking Ethernet traffic detected.
Link/Act
Off Ethernet LINK DOWN.
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On: Blue LINK UP at 10Gbps.
25~28 SFP+
Port On: Green LINK UP at 1000Mbps.
, Blinking Traffic detected.
Link/Act
Off LINK DOWN.
1.2.3 RJ45 Connector Pinouts

The pin assignment of RJ45 connector is shown in the following table.

8-pin RJ45
Pin Description PoE Pinouts
1,2 T/Rx+, T/RX- V+
3,6 T/Rx+, T/Rx- V-
4,5 T/Rx+, T/RX- X
7,8 T/Rx+, T/RX- X
1.24 Console Connection

The console port on the front panel is for local management by using a terminal emulator or a

computer with terminal emulation software.
TDB9 connector connect to computer COM port

TBaud rate: 115200bps
18 data bits, 1 stop bit

TNone Priority

TNone flow control

CONSOLE

To connect the host PC to the console port, a RJ45 (male) connector-to-RS232 DB9 (female)

connector cable is used (included in package). The RJ45 connector of the cable is connected to the

console port of the switch, the DB9 connector of the cable is connected to the PC COM port. The

pin assignment of the console cable is shown below:

850X-28 User Manual
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1.2.5 Rack Mounting

STEP 1: Align two brackets with the holes on the sides of the Switch and
fasten the mounting kits by using screws.

NOTE: The type of screw is flat head M3 x 5mm.

STEP 2: After attaching two brackets, line up the rack-mounting positions
of the holes in the brackets with the appropriate holes on the rack

and then fasten the Switch on the rack by using screws.

NOTE: The rack-mounting screws are not included in the package.

1.2.6 Web Interface: Connect & Login
1. Factory default IP: 192.168.169.1
2. Login with default account and password.
Username: admin
Password: admin

1.2.7 CLI Initialization and Configuration
1. Key-in the command under Telnet: telnet 192.168.169.1
2. Login with default account and password.
Username: admin
Password: admin
3. Change the IP with commands listed below:

config
ip address XXX.XXX.XXX. XXX mask XXX.XXX.XXX.

exit
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1.3 Using the Web Interface

The object

this document i We b

layout and descript how to use the web interface.

131

Web Browser Support
IE 7 (or newer version) with the following default settings is recommended:

Configuration

Language script

Latin based

Web page font

Times New Roman

Plain text font Courier New
Encoding Unicode (UTF-8)
Text size Medium

Firefox with the following default settings is recommended:

Web page font

Times New Roman

Encoding

Unicode (UTF-8)

Text size

16

Google Chrome with the following default settings is recommended:

Web page font

Times New Roman

Encoding Unicode (UTF-8)
Text size Medium
1.3.2 Navigation

All main screens of the web interface can be reached by clicking on hyperlinks in the four menu

boxes on the left side of the screen:

Status
Network

Port

VLAN

MAC Address Table
Spanning Tree
Discovery
Multicast
Security

ACL

QoS

[enCR et N et e e e e e e e

850X-28 User Manual

To



i Diagnostics
U Management

1.3.3 Title Bar Links

24 GBE Switch with 4 10G SFP+ Up Links

Status 1) System Information

Save

If any unsaved change has been made to the configuration (by you during this or a prior session, or
by any other administrator using the web interface or the Command Line Interface), a Save icon
appears in the title line. To save the running configuration to the startup configuration:

1. Click on the Save link. The Message box appears.

2. Click on OK to save the running configuration to the startup configuration.

Logout

Disconnect your current session and need to enter the username/password to login again.

Reboot

Reboot the system and un saved change in the configuration will be lost.

2 Using the Web

2.1 Login

Operation 1. Open Browser and enter default IP address http://192.168.169.1.
2. Fill Username and Password.
3. Cl i IOGING

Field Description

Username Login user name. The maximum length is 32.
Default: admin

Password Login user password. The maximum length is 32.
Default: admin
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3 Status

3.1 System Information

This page displays detailed information of system, port status and CPU/Memory utilization.

Save Logout Reboot

Status ') System Information

Status

System Information
2 4 6 8 4042 14 16 48 20 22 24

G T U R A
- Port
Stalstis i S S cacacaca
Error Disabled 13 57 9 11315 17192123 % % 7
Bandwidth Uilizabon
Link Aggregation
L - 20%|
850X-28 20%
owich o
Detault Ll
50%
| Detaun e
30%
FC.8F C4.0DED.CH 20%
102.188.160.1 10%
e 16:36:00 16:37:00 16:38:00 16:33:00
0 day, O h, 36 min and 56 sec Time
1970-01-01 00'36 56 UTC+8
100%
e i e
Apr 28 2021 - 15:51:30 80%
121 %)
. on
bi APl 26 2021- 156257 son|
a0
e Dizanied 30%
Disavled —
i Enabled 10%|
,HTTPS: Disabled 163500 163700 163800 163900
SHMP | Enabied Time

3.2 Logging Message

This page provides the system log for all events.

24 GbE Switch with 4 10G SFP+ Up Links

Save legout Reboot

Status ') Logging Message

ging I Logging Message Table

& R Viewing [RAN

Link Aggregaton

WA Adaress Tave Shosing [A<" enkies Showing 110 7 af 7 eniries Q
: [ togm | Time | Severity | Description ]
Jan011970003127 notce  Gigabacmemse2 inkup
JanD116T0003125 nofce  GigabAElemet2 ink down
JaN011STOONIT08 neNcE  Mew NP CONMECton far USEr 3TN, SOurce 182.168.169.2 ACCEFTED
Jan01197000.16:25 nefice  Mew il connection for user admin, source 192.159.169 2 ACCEPTED
Jan 011970 000020  nofice GigabdEthernet2 link up
Jan01197000:00:49 notice  RESTART: Systam restarted - Colg Start
Jan 01 167000:001 noice  Logging is enatied

Clear Rafresh

First | | Previous | [ | Next | Last

3.3 Port

3.3.1  Statistics
This page displays statistics for GE/1I0GE/LAG ports.
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24 GbE Switch with 4 106 SFP+ Up Links

Save Logeut Reboot

Status ') Port ') Statistics

Status ~
System Information
L

i[eE1 v

- Pon @
Statistics ) Interface
Emor Disabled © emenike

Bandwidth Utilization D RMON
Link Aggragation
MAC Adaress Table

o
Managsment

dotIStatsFCSEmors -

AP S S

3.3.2 Error Disabled

This page displays AError Di s abltleisdpage,dob.at us

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

Status ') Port ') Error Disabled

Stalus. =
System Information

Logaing Message Error Disabled Table

~ Port
Statistics N
o isatles [D] vor | Resson | mame teniaees |

GE1

Link Aggregaton
WAC Addrass Tadle
Hetwork

JoOO0Oo0O0OOO0OO0OO0OO0ODODOp
2

3.3.3 Bandwidth Utilization
This page displays bandwidth utilization for both transmitting and receiving.

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

Status ') Port ') Bandwidth Utilization

Status.
Systam Information Refresh Rate [5 v sec

Logging Meszage
- Pon [1000Mbp=l_Link Dow
Statistics .

Emmor Disabled
‘Bandwidin Utlization
Lin Aggregation
MAC Adaress Tasle
Nehwork
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3.4 Link Aggregation

This page displays status of each Link Aggregation port.

Save  Logout Reboot

atus *) Link Aggregation
maio

E

b e Link Aggregation Table
« Port
@

Q

e LAG | Name | Type | Link Status | Active Member | nactive Member
LG 1 - -

LGz

L3

E3
[

3.5 MAC Address Table

This page displays all MAC addresses that through the 850X-28 Switch.

Save Logout Reboot

Status ') MAC Address Table
s
n
ogg

MAC Address Table

Showing [Al~_ sniries Showing 1102 017 snwies: [\ ——
VUAN | MACAddress |  Twe | Port |
1 FCBFC40DBOCE Management CPU
1 10CITEADECOE  Dynamic GEZ

Firsl| Previous | |1 | Ned | Last

4.1 IP Address

The switch needs an IP address for it to be managed over the network. The factory default
IP address is 192.168.169.1/24. This page allows to configure IP basic settings.
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24 GbE Switch with 4 10G SFP+ Up Links

save TLogout Reboot

DHCPv6 Client | [ Ensble

IPv6 Goteway |

WPvé Address | 192,153 169.1
1Pv4 Defoult Gateway | 192.169.150.254
IPVG Address | feB0:foBf c4MfaDd baciit4.

Link Local Address | fe60:feBf ciftfe0d bacsin4

Network ') IP Address
Stas
" e
-
Hiress Dynamic
£

(oo |

ltem Description

IPv4 Address

Address Type Select the type of network connection.
Static: Use static IPv4 address.
Dynamic: Use DHCP provisioned IP address and Gateway if
feasible.

IP Address Fill in the IPv4 address.

Subnet Mask

Fill in the IPv4 mask.

Default Gateway

Fill in the IPv4 Gateway address.

DNS Server 1

Enter primary IPv4 DNS server address in this field.

DNS Server 2

Enter second IPv4 DNS server address in this field.

IPv6 Address

Auto Configuration

The option to let switch automatically configure IPv6 address.

DHCPvV6 Client

Enable this feature if there is a DHCPvV6 server on your network
for assigning IPv6 Address, instead of using Router
Advertisement.

IPv6 Address

Fill in the IPv6 address

Prefix Length

Specify the prefix length of the IPv6 address.

IPv6 Gateway

Fill in the IPv6 Gateway address.

DNS Server 1

Enter primary IPv6 DNS server address in this field.

DNS Server 2

Enter second IPv6 DNS server address in this field.

Operational Status

IPv4 Address Current IPv4 address.
IPv4 Default Gateway | Current IPv4 Default Gateway address.
IPv6 Address Current IPv6 address.

IPv6 Gateway

Current IPv6 Gateway address.
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Link Local Address Current Link Local address.

4.2 System Time

This page allows a user to specify where the time of Switch should be inquired from.

save Logout Reboot

Network ') System Timi

Statu:
on F -
- Source - () Fi

~ Pa

e
O snP
O From Gomputer

@ Manual Time

Time Zowe - [UTC =600 +

Network > I[P Address

Item Description

Source SNTP: Click it to get time and date from SNTP Server
From Computer: Click it to get time and date from connected
PC.
Manual Time: Specify static time and date manually.

Tim Zone Specify the time zone of your area.

SNTP

Address Type Specify the address type of SNTP server.

Server Address Enter the SNTP server IP address or hostname.

Server Port Specify the service port of SNTP server.

Manual Time

Date Enter the date.

Time Enter the time.

Daylight Saving Time

Type Select the type of daylight saving time.
None: Disable daylight saving time.
Recurring: Using recurring mode of daylight saving time.
Non-Recurring: Using non-recurring mode of daylight saving

850X-28 User Manual 10



time.

USA: Using daylight saving time in the United States that starts
on the second Sunday of March and ends on the first Sunday of
November.

European: Using daylight saving time in the Europe that starts
on the last Sunday.

Offset

Specify the adjust offset of daylight saving time.

Recurring

From: Specify the starting time of recurring daylight saving
time.
To: Specify the ending time of recurring daylight saving time.

Non-recurring

From: Specify the starting time of non-recurring daylight saving
time.
To: Specify the ending time of non-recurring daylight saving
time.

Operational Status

Current Time

Display the current time and date of Switch.

5 Port

Port Setting is used to configure settings for the switch ports, trunk, Layer 2 protocols and
other switch features.

5.1 Port Setting

Available settings are explained as follows.

24 GDE Switch with 4 10G SFP+ Up Links

Ssave Legout Reboot

Port ') Port Setting

Status

Systom Inkormakion

Port Setting Table

Logging Message
~ Port
Statisncs Q
) Emry| Pom |  Type | Descripton | Swmte | LmkStaws | Speed | Ouplex |  FlowComrol |
e O 1 GEl  1000M Gopper Enabled  Down  Aulo Ao Disatied
MAC Address Tasle O 2 GE2  1000MCopper Enabled  Up Ao (1000M) Aulo (Full) Disabled (Disabled)
O 3 GE3  1000MCopper Enatied  Down  Auto At Dizavied
1P Address O 4 GE4  1000MCopper Enabled  Down Ao Auto Disabled
System Time o 5 GES  1000M Copper Enabies  Dewn Ao ity Disabled
O 6 GES  1000M Copper Enatied  Down Ao Auto Disabled
Port Setting O 7 GET  10D0MCopper Enabled  Down  Aulo Aurto Bisabled
e ColE e oo
EEE O 9 GE9  10D0MCopper Enatied  Down Ao Auto Disabied
Jumso Frame [ 10 GE10 1000 Copper Enabled  Down Al Auto Disabled
AN O ™ GEM  1000MCopper Enavied  Down  Auto At Dizaied
w O 12 GE1Z  1000M Gopper Enabled  Down Ao Ao Disabled
k. o 13 GE13  1000M Copper Enabled Down Auto Ao Disabled
[ 14 GEN4 1000 Copper Enatied  Down  Auo At Disavied
[ 15 GE15  1000MCopper Enabled  Down Ao Ao Disabled
O 16 GE'  1000MCopper Enabies  Dewn AU Aty Disavied
O 17 GEI7  1000M Copper Enatied  Down Ao Auto Disabled
[ 18 GE1E  1000M Copper Enabled  Down Ao Auto Disabled
[ 19 GE19  1000MCopper Enavied  Down Ao At Disaied
O 2 GEZ0  1000M Copper Enabled  Down Ao Auto Disatied
[ 21 GE21  1000M Copper Enabled  Down  Aulb Auto Disabled
O 22 GE22  1000M Copper Enabled  Down Ao Auto Bisabled
[ 23 GE23  1000MCopper Enavied  Down Ao Ay Disavied
[ 24 GE24  1000M Copper Enabied  Down Ao Auto Disatied
[ 25 10GE1 10GFiber Enabled  Down  Aulb Ful Disabled
[ 2 10GEZ 10GFiner Enavies  Down Ao Ful Cizavied
O 2 19GE3 10GFiber Enabled  Down A Full Disabled
[] 28 10GE4 10GFiber Enabled  Down Ao Ful Disavied

il
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Edit Port Setting

. port el
Description
.. Sute o Ensbi
® Auto 100
E Auto - 100M
Speed | Auto - 1000M
Auto -
__________________ Auta - 10MA00M
® Auto
Duplex | Full
__________________ Half
Auto
Flow Control Enable
(®) Disable

[ Apply H Close ]

ltem Description

Edit Edit specified port settings.

Port The port number that you are doing setting now.

Description Enter the description of this port.

State Click it to enable/disable the port.

Speed Specify the port speed, default is Auto. For SFP fiber module,
you might need to manually configure the speed to match fiber
module speed.

Duplex Port duplex capabilities:

Auto: Auto duplex with all capabilities.
Full: Auto speed with 10/100/1000M ability only.
Half: Auto speed with 10/100M ability only.
Flow Control Flow Control is used to regulate transmission of signals to match
the bandwidth of the receiving port.
Click it to enable/disable Flow Control.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
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5.2 Error Disabled

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

Port '} Error Disabled
Boo

sy ion
Lo 3

Item

Description

Recovery Interval

The port being blocked will be able to receive and send traffic
after the time period configured here.

BPDU Guard Recover the port being blocked by BPDU Guard after
the time set in Recovery Interval.

ubDLD Check it to enable UniDirectional Link Detection (UDLD)
function.

Self Loop Recover the port being blocked by self loop Guard after the time

set in Recovery Interval.

Broadcast Flood

Recover the port being blocked by broadcast flood after the
time set in Recovery Interval.

Unknown Multicast
Flood

Recover the port being blocked by unknown multicast flood
after the time set in Recovery Interval.

Unicast Flood

Recover the port being blocked by unicast flood after the time
set in Recovery Interval.

ACL

Recover the port being blocked by ACL after the time set in
Recovery Interval.

Port Security

Recover the port being blocked by port security after the time
set in Recovery Interval.

DHCP Rate Limit

Recover the port being blocked by DHCP rate limit after the
time set in Recovery Interval.

ARP Rate Limit

Recover the port being blocked by ARP rate limit after the time
set in Recovery Interval.

Apply

Apply the settings to the switch.
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5.3 Link Aggregation

5.3.1 Group

Link Aggregation Group which groups some physical ports together to make a single high-
bandwidth data path. Thus it can implement traffic load sharing among the member ports in
a group to enhance the connection reliability.

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

Port ) Link Aggregation ') Grou

Q|

ltem Description
Load Balance | Select Load balance algorithm.
Algorithm MAC address: Aggregated group will balance the traffic based

on different MAC addresses. Therefore, the packets from
different MAC addresses will be sent to different links.

IP-MAC Address: Aggregated group will balance the traffic
based on MAC addresses and IP addresses. Therefore, the
packets from same MAC addresses but different IP addresses
will be sent to different links.

Apply Apply the settings to the switch.

Edit Edit the profile of Link Aggregation group.

There are eight LAG profiles allowed to group different physical
ports. The system will assign certain port(s) as Active Member
and Standby Member according to the port selections.
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Edit Link Aggregation Group

us
Nameé
(® Static
Type | Active
Passive
Available Port Selected Port
GE1 "
GE2 A
.| GE3
Member | cEa
GES
GEG
GE7 W
GES8 W
[ Apply H Close
ltem Description
LAG The index number of LAG group.
Name Enter the name of the current LAG group.
Type Select the type for current LAG group.
Static: The static aggregated port sends packets over
active member without detecting or negotiating with
remote aggregated port.
Active: The interface is in an active negotiating state. LACP
runs on any link that is configured to be in the active state. The
port in an active mode also automatically initiates negotiations
with other ports by initiating LACP packets.
Passive: The interface is not in an active negotiating state.
LACP runs on any link that is configured in a passive mode.
The port in a passive mode responds to negotiations requests
from other ports that are in an active mode. Ports in passive
mode respond to LACP packets.
Member Select the member of the current LAG group.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

5.3.2 Port Setting

This page defines port setting for each LAG profile (LAG1 to LAGS), including data speed
and enabling/disabling the flow control.
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save Logout Reboot

Port ') Link Aggregation ') Port Setting

Stakus
‘System Information

Logging Message Port Setting Table
Port
Statstcs Q
crorbisanies [0 LAG | Type | Description | State | Link Status | Spesd | Duplex | Flow Control |
i O uet Enatied  Down A At Disabied
WAC Address Table O wez Enatied  Down Ao A Disaled
O es Enstied  Down AU Amo  Disabled
P Adiress O ucs Enatied  Down  Aub  Aua  Disabied
System Time O wes Enatied  Down  AUle  Aula Disabled
O s Enstied  Down AU Ao Disatled
Poit Sefling O wet Enabied  Down  Autb  Auto  Disabled
O wes Enatied  Down Ao Ao Disabled
Ean

Port ') Link Aggregation *) Port Setting

Edit Port Setting

State ! Enable

¢ (® Auto O 10m

L O Auto-10M O 100M
Speed ! () Auto-100M ) 1000M

: O Auto - 1000M

C () Auto - 10MMDOM

¢ (O Auto
Flow Control : () Enable
! (8 Disable

Item Description

Port The index number of current LAG port.

Description Enter the description of the current LAG port.

State Enable or disable the LAG port.

Speed Select the specified speed for LAG port.

Flow Control Select the mode of Flow Control for current LAG port.
Flow Control is used to regulate transmission of signals to
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match the bandwidth of the receiving port. The switch uses
IEEE802.3x flow control in full duplex mode and backpressure
flow control in half duplex mode. IEEE802.3x flow control is
used in full duplex mode to send a pause signal to the sending
port, causing it to temporarily stop sending signals when the
receiving port memory buffers fill. Back Pressure flow control is
typically used in half duplex mode to send a "collision” signal to
the sending port (mimicking a state of packet collision) causing
the sending port to temporarily stop sending signals and
resend later.

Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
5.3.3 LACP

This page allows the network administrator to change system priority of the LACP function.

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

Port ) Link Aggregation '} LACP

[ spnreny G

[

LACP Port Setting Table

L —
R b
RER-
EEA-
oo =
Item Description
System Priority The priority is used to determine which switch (local or remote)
on the LAG connection is able to decide LACP activities.
Apply Apply the settings to the switch.
Edit Edit the settings of LACP port.
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Port ') Link Aggregation ') LACP

Edit LACP Port Setting

Port | GE1
e ——
e 300
Apply || close |

ltem Description

Port The index number of LACP port.

Port Priority Enter the priority number for the port.

Timeout The timeout option decides how local switch of LAG
connection determines connection to be lost. Switch would
also notify the remote switch about this setting value, so that
remote switch can send LACP PDU in correct timing.

Long: LACP PDU will be sent every 30 seconds. If port
member is not seen over 90 seconds, it will cause port member
timeout.

Short: LACP PDU will be sent per second. If port member is
not seen over 3 seconds, it will cause port member timeout.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

5.4 EEE

This page allows a user to enable or disable port EEE (Energy Efficient Ethernet) function.
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Save Logout Reboot

8ystem informalion
ing Me: EEE Setting Table
Q
1| Enty | Port | state | Operationai Status |
O 1 GE1 Disaties Disatted
O 2 GE2 Dissbies Disaied
B O 3 GE3 Disables Disabted
~ Link Aggregation O 4 GE4 Dissbies Disatied
O 5 GES Disabled Disabted
R O 6 GE6 Disabied Disatted
e O 7 GE7 Disabies Disaied
T [0 8 GE8 Disables Disatied
O] 9 GES Dissbled Disabled
» VAN O 10 GE10 Dissties Disasiea
Craate VLAN O 11 GE Disabies Disatied
VLA Caniguration O 12 GE12 Disabled Disabted
Wembership
T O 13 GEN3 Disatied Disatted
O 44 GEW4 Disabie Disatied
O 15 GE15 Disables Disabied
D 16 GE16 Disabled Disabled
O 17 GE17 Disabies Disasied
O} 19 GET3 Disables Disatied
E——— O 19 GET9 Disabled Disatied
e [ 20 GE20 Disables Disatied
ss O 21 GE21 Dissbled Disabled
O 2 GE22 Dissties Disatiea
O 23 GEZ Disabies Disatied
Part Sefing [ 24 GE24 Disabled Disabted
MST instance
WST Port Sefling Eal
Statistcs

Port ') EEE

Edit EEE Setting

Item Description

Edit Edit the settings of the EEE.

Port The index number of the port

State Enable or disable the EEE function of the port.

Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

5.5 Jumbo Frame

This page allows a user to configure switch port jumbo frame settings.
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Save Logout Reboot

Port '} Jumbo Frame

oo e ‘

‘System Information
Logging Message
~ Pont
i

ing
Error Disabled
& Link Apgragation
Group

Item Description
Jumbo Frame Enable or disable the Jumbo Frame setting.
Apply Apply the settings to the switch.

6 VLAN

This section allows for controlling VLAN configuration on the switch

6.1 VLAN

6.1.1 Create VLAN
This page allows to add, edit or delete VLAN settings.

Save Logout Reboot

VLAN '} VLAN ') Create VLAN

System Information
Lagging Message.

Avalanie VLAN Createn VLAN

S [T VUNT A
VLAN 4 Va2
VLA S

i wans

VLUNT

i |wans

LA

VAT v v

snowing [A . ennies ‘Showing 1102 of 2 enries.

[ | 2 |
Item Description
VLAN Select available VLAN ID and move to created VLAN for
creating VLAN settings.
Apply Apply the settings to the switch.
Edit Edit selected VLAN ID.
Delete Delete selected VLAN ID.
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VLAN ') VLAN ') Create VLAN

Edit VLAN Name

Apply H Close
ltem Description
Name Modify the name of the specified VLAN ID.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
6.1.2  VLAN Configuration

This page allows to configure interface setting related to VLAN.
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Save  logout Reboot

VLAN ') VLAN ) VLAN Configuration

VLAN Configuration Table
LAN [Gefaul v

) — =

Item Description

VLAN Configure the VLAN settings of selected VLAN ID.

Membership Excluded: Specify the VLAN profile excluded in the VLAN.
Forbidden: Specify the VLAN profile forbidden in the VLAN.
Tagged: Specify the VLAN profile tagged in the VLAN.
Untagged: Specify the VLAN profile untagged in the VLAN.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged
frames received on a port so that the frames are forwarded to
the VLAN group that the tag defines.

Apply Apply the settings to the switch.

6.1.3 Membership

This page allows to configure the settings of membership on each port.
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save TLogout Reboot
VLAN '} VLAN ') Membership

Membership Table

=Y
‘ |Enn':\G:ﬂ 1:‘:::‘::Iwup -M|?:;'-lﬂ°ll“'m" |
o 5 GES ﬁg: P 1P
VLAN ') VLAN '} Membership
B PO S eting ]
""""""" Port! GE2
------------ M ode Trunk
2 ~ 1up ~
Membershipi
() Forbidden
Excluded
. (®) Tagged
¢ (O Untagged
FVID
Apply H Close l
Item Description
Edit Edit the settings of the selected port.
Port The index number of the selected port.
Mode The mode of the selected port.
Membership Forbidden: Specify the VLAN profile forbidden in the VLAN.

Excluded: Specify the VLAN profile excluded in the VLAN.
Tagged: Specify the VLAN profile tagged in the VLAN.
Untagged: Specify the VLAN profile untagged in the VLAN.
PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged
frames received on a port so that the frames are forwarded to
the VLAN group that the tag defines.

Apply Apply the settings to the switch.
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Close Close the setting page and back to previous page.

6.1.4 Port Setting
This page allows to configure more port settings of the VLAN.

24 GbE Switch with 4 10G SFP+ Up Links

o 2 B2 Tk A isatled  0x8100

o100
0x8100

4 GE4 T
o 5 CES  Tunk 1
7 GET  Truw
8 cES  Touo

o100
isatled 058100

Item Description

Edit Edit the settings of the selected port.

Port The index number of the selected port.

Mode Select the VLAN mode of the port.
Hybrid: Support all functions as defined in IEEE 802.1Q
specification.

Access: Accept only untagged frames and join an untagged VLAN.

Trunk: An untagged member of one VLAN at most, and is a tagged
member of zero or more VLANS.

Tunnel: Accept packets with tag stacking (double tagging) by following the
802.1Q-in-Q tunneling.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged
frames received on a port so that the frames are forwarded to
the VLAN group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Accept Frame Type Specify the acceptable-frame-type of the specified interfaces.

Il tds only available with Hybr
All: Accept frames regardless it's tagged with 802.1q or not.
Tag Only: Accept frames only with 802.1q tagged.

Untag Only: Accept frames untagged.

Ingress Filtering Enable or disable the Ingress Filtering function.

Enable the ingress filtering to filter out any packets not belong
to any VLAN members of this port. It is enabled automatically
while operating in Access and Trunk mode.

Uplink Configure the selected port as the role of trunk. It can
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recognize double tagging on the interface.
TPID Specify the TPID of the port.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

6.2 Voice VLAN

With such feature, a VLAN will be created temporarily and when the specified OUI device
delivers protocol pack e 28 Switch Wilaguigedhese packdt¥iotd P 0 ,
the specified Voice LAN with specified priorioty tag to speed up the packet transmission.

Such voice VLAN is only active inside VigorSwitch for packet transmission. After these
packets leave VigorSwitch, the Voice VLAN tag will be removed immediately.

6.2.1 Property
This page allows to configure global and per interface setting of voice VLAN.

24 GDbE Switch with 4 10G SFP+ Up Links
s.

ave Logout  Reboot

Item Description

State Enable or disable the Voice VLAN function.

VLAN Select the VLAN ID which will be applied for Voice VLAN.
CoS/802.1p Enable or disable 802.1p remarking. If enabled, qualified
Remarking packets will be remarked by specified value.

Port Aging Time Enter the value of aging time (30~65536 min).

Default is 1440 minutes. A voice VLAN entry will be age out
after this time if without any packet pass through.

Apply Apply the settings to the switch.

Edit Edit the settings of the selected port.

850X-28 User Manual 24



6.2.2  Voice OUI
This page allows to add, edit or delete OUI MAC addresses. Default has 8 pre-defined
OUI MAC.

save logout Reboot

VLAN ') Voice VLAN ') Voice OUI

000FEZ0I00:00  FF-FF-FF-00-00-00
avapa Q0:0RBEDN00:00  FF-FF-FF-00-00-00

VLAN ) Voice VLAN ') Voice OUI

Add Voice OUI

'3'”' [ :[ <[ :o0:00:00

 Description | |

DooDooOooap g
F a

First| | Previous | |4 | Ned | | Last

MOTE:16 maximum user defined OUI allowed.

Apply H Close l

Item Description

Add Add a new OUI entry.

Edit Edit the existing OUI entry.

Delete Delete the existing OUI entry.

Oul Type OUI address.

Description Enter a description of the specified MAC address to the voice
VLAN OUI table.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

6.3 Protocol VLAN

The 850X-28 Switch offers protocol VLANs which allows Network Administrator to filter out

untagged
traffic of certain protocol and then assign them a specific VLAN ID.
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6.3.1 Protocol Group
Up to eight protocol groups can be defined, each of them can have a unique filtering criteria such as frame

type and protocol value.

24 GbE Switch with 4 10G SFP+ Up Links
ar u

VLAN ') Protocol VLAN ') Protocol Group

Protocol Group Table
Snowing | Al ~ entries Showing 010 0 of 0 entries Q [

1 | Group 10 | Frame Type | Protocol vaiue |

wa || Em || Deee |

VLAN '} Protocol VLAN ) Protocol Group

Add Protocol Group

Frame Type | Ethernet_II v
----- Protooowalue 0x | X600 ~ 0xFFFE
Apply H Close ]
Item Description
Add Add a new Protocol VLAN entry.
Edit Edit the existing Protocol VLAN entry.
Delete Delete the existing Protocol VLAN entry.
Group ID It is a number for identification while bounding with VLAN/Port.
Frame Type Use the drop-down list to specify the frame type which you

would like to filter.

Ethernet_II: Packet will be mapped based on Ethernet version 2.
IEEE802.3 LLC_Other: Packet will be mapped based on 802.3
packet with LLC other header.

RFC_1042: Packet will be mapped based on RFC 1042.

Protocol Value Input a value (ranging from 0x600 ~OxFFFE). Packets match
with such value will be classified into this group.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

6.3.1.1 Group Binding
This page is for setting up the ports and protocol group that we would like to filter, and the
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VLAN ID we would like to assign.

Save  Logout Reboot
'VLAN ') Protocol VLAN ') Group Binding

Group Binding Table

Showing [A1 - eniriez Showing 010 0 0f 0 entries Qf

‘ID‘Pm‘ﬁmulnhlLln‘ |

First | | Prevous | ) | Next| | Last
[ ade Emt Delsts_|

VLAN ') Protocol VLAN '} Group Binding

Add Group Binding

Available Port Selected Port
(s (s
Port |
W W
! Mote: Only VLAN Hybrid port can be set Protocol VLAN
GroupIDE INone v
VLAN | (1-4094)

Item Description

Add Add a new entry.

Edit Edit the VLAN number of existing entry.

Delete Delete the existing entry.

Port Select one or more ports for applying protocol-based VLAN.

Note that protocol-based VLAN can only be applied to the
ports of which Interface VLAN

Group ID Select the protocol group defined in Protocol Group setup.
VLAN Enter the VLAN number.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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6.4 MAC VLAN

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC
address(es). The 850X-28 Swtich allows you configure multiple groups with configured MAC
address and mask to be

active on ports and to be bound with VLAN ID.

6.4.1 MAC Group
This page allows to define groups with specific MAC addresses for later binding with VLAN
and Port.
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Save  logout Reboot

VLAN ) MAC VLAN ') MAC Group

MAC Group Table

Showing[Al v satries Showing 0to 0 of 0 enfries Q

[T Groupio | MAC Adares | Mask | 1
0 results found )
T First| | Previous | () | Ned || Last

[_Asd Edil | Delete |

VLAN ') MAC VLAN ') MAC Group

Add MAC Group

---------- o roupID [ (1-2147483647)
‘ " MAC Address | |
(_pomy_J[__ciose |
Item Description
Add Add a new entry.
Edit Edit the existing entry.
Delete Delete the existing entry.
Group ID It is a number for identification later, while chosen to be bound
with VLAN/Port.
MAC Address Enter the MAC address you wish to be classified in this group.
Mask The mask is the length of matching prefix you wish to have on
MAC address.
For example, configure mask in 10. It means a host with
beginning of the 10-digit of MAC address will be checked, and
classified into this group if matched.
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Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
6.4.2 Group Binding

This page allows to bind the group of specified MAC addresses with VLAN and Port.

save Logout Reboot

VLAN '} MAC VLAN ") Group Binding

Group Binding Table

Showing 0o 0 of 0 entres

VLAN ') MAC VLAN ') Group Binding

Add Group Binding

Available Port

R

: Mote: Only VLAN Hybrid port can be set MAC VLAN

Selected Port

VLAN | |— (1- 409
sopty ) [_Close ]

Item Description

Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the existing entry.

Port Select the ports you wish to be bound with specified MAC
address group.

Group ID Choose the group ID you have created in section MAC VLAN
C MAC Group.

VLAN Enter the VLAN ID that you wish to be bound with.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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6.5 Surveillance VLAN

Surveillance VLAN can be configured for the 850X-28 Switich to identify the packets coming
from an IP camera automatically and assign those traffics to a specific VLAN ID and
CoS/802.1p value, this helps you to prioritize those traffics and improve video quality.

6.5.1 Property
This page is for setting up the VLAN to which the video traffic should be assigned and to enable/disable

Surveillance VLAN on each port.
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save Logout  Reboot

VLAN ') Surveillance VLAN ') Property

cos/enzap CJ Enatle
Remarking 5

' portagngTme| 40

[__Apoy

Port Setting Table

VLAN ") Surveillance VLAN *) Property
EditPort Setting
. potices
‘ | sl [ e
__________ l.lo-de O ML;r?uaI
------------- (® Video Packet
_____ ST S
Apply H Close ]
Item Description
State Enable or disable the port settings for this function.
VLAN Choose a VLAN profile (created in VLAN C Create VLAN) as
Surveillance VLAN.
CoS/802.1p Specify the CoS/802.1p number you wish ingress packets be
Remarking tagged with, so that QoS can prioritize it correctly. If enabled, the
gualified packets will be remarked by this value.
Port Aging Time Default is 1440. VLAN entry will be aged out after this time if
no packet passes through.
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Apply Apply the settings to the switch.
Edit Edit the existing entry.
Port The index number of selected port.
State Enable or disable surveillance VLAN function of the port.
Mode Select surveillance VLAN mode of the port.
Auto: Surveillance VLAN auto detect packets that match OUI table and add
received port into surveillance VLAN ID tagged member.
Manual: User need add interface to VLAN ID tagged member manually.
QoS Policy Select QoS Policy mode of the port.
Video Packet: QoS attributes are applied to packets with OUI
in the source MAC address.
All: QoS attributes are applied to packets that are classified to
the Surveillance VLAN.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

6.5.2 Surveillance OUI
Filtering Surveillance traffic is based on the OUI of the IP cameras. Users can add, edit, and

delete OUI on this page.

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

) Surveillance VLAN ') Surveillance OUI

Surveillance OUI Table

Shewing [

1| Descrgun | o | outwask |

~ GwRP
WAC Aidress Table

Item Description

Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the existing entry.

Oul Enter OUI MAC address of moni
edited in edit dialog.

Description Enter a description of the specified MAC address to the
surveillance VLAN OUI table.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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6.6 GVRP

6.6.1 Property

This page allows to enable or disable the GVRP function.

Save Logout Reboot

VLAN '} GVRP ) Property

Port Setting Table

Q|

10D0D0o00p

| Entry | Port | state | vLAN Creation | Registration |
1 GE!  Disaded  Enasled  Normal
2 CE2  Dissbled  Enatle

Hormal
3 GE3  Disabled  Enabled  Mommal
4 GE4 Disamies  Enadled  Mormal
5 GES  Disabled  Enabled  Nommal

Item Description

State Enable or disable the GVRP setting for such VLAN.
Operational Timeout Display the current time status for GVRP.

Apply Apply the settings to the switch.

Edit Edit the existing entry.

VLAN > GVRP ') Property

Edit Port Setting

i @ Normal
Registration | () Fixed
i (O Forbidden

Item Description

Port The index number of selected port.

State Enable or disable the port settings for such VLAN.

VLAN Creation Select Enable or disable.

Registration Normal: Default setting. All packets can pass through the
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selected port.
Fixed: The selected port only sends static VLAN information to

neighboring device and allows static VLAN packet to pass
through.

Forbidden: The selected port only allows default VLAN packet
to pass through.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

6.6.2 Membership
This page displays information about membership of GVRP.
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save Logout Reboot

VLAN ') GVRP ') Membership

Membership Table
Showing[A + eniries Showing 010 0 610 entries

| VLAN | Member | Dynamic Member | Tyve |
| ]

0 results found

6.6.3 Statistics
This page displays detailed statistics of each port.
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Save Logout Reboot

VLAN ') GVRP ') Statistics

7 MAC Address Table

This section allows user to view the dynamic MAC address entries in the MAC table, change
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related setting and assign MAC address into MAC table.

7.1 Dynamic Address

This page allows to configure aging time for dynamic MAC address.

24 GbE Switch with 4 10G SFP+ Up Links
Reboot

Save  Logout

MAC Address Table ') Dynamic Address

Dynamic Address Table

o) ) (fsimern)
Item Description
Apply Apply the settings to the switch.
Aging Time Enter the aging out value for the dynamic MAC address.
Clear Clear the entry that is still not out of aging time.
Refresh Refresh the Dynamic address table.
Add Static Address Add selected dynamic MAC address into the static MAC
address table.

7.2 Static Address

This page allows user to manually assign MAC address into MAC table.

save Logout Reboot
MAC Address Table '’ Static Address
Static Address Table
Snowing[Al . entries Shawing 0 1o 0 of 0 entries. a—
[ 0 [ vuan | wAC adaress | port | |
[ paa [ et |[ et | 1 Losi
Item Description
Add Add a new MAC address into MAC address table.
Edit Edit existing entry of MAC address.
Delete Delete selected entry of MAC address.
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MAC Address Table ') Static Address

Add Static Address

MAC Address IDD:DD:DD:DD:DD:DD
________________ VLAN | | (1 - 4094)
Ay || Close |
Item Description
MAC Address Enter the MAC address that will be forwarded.

VLAN This is the VLAN group to which the MAC address belongs.
Port Select the port where received frame of matched destination
MAC address will be forwarded to.

Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

MAC Address Table '’ Static Address

Edit Static Address

"""" MAC Address | CO3FD5BB:BA29
---------------- v LAN I (1 - 4094)
ooy J(__ciwse |
Item Description
MAC Address The MAC address that will be forwarded.

VLAN This is the VLAN group to which the MAC address belongs.
Port Select the port where received frame of matched destination
MAC address will be forwarded to.

Apply Apply the settings to the switch.
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Close Close the setting page and back to previous page.

7.3 Filtering Address

Filtering addresses are manually added and determine the packets with specific source or
destination MAC addresses that will should dropped by the switch.

24 GbE Switch with 4 10G SFP+ Up Links
Save TLogout Reboot

MAC Address Table ') Filtering Address

Filtering Address Table

(Cae ) ca [ owme ——
Item Description
Add Add a new MAC address into MAC address table.
Edit Edit existing entry of MAC address.
Delete Delete selected entry of MAC address.

MAC Address Table '’ Filtering Address

Add Filtering Address

VLAN ;| (1 - 4094)

Item Description

MAC Address Enter the MAC address that will be dropped.

VLAN This is the VLAN group to which the MAC address belongs.
Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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MAC Address Table '’ Filtering Address

Edit Filtering Address

VLAN : 2 (1 - 4094)

Item Description

MAC Address The MAC address that will be dropped.

VLAN This is the VLAN group to which the MAC address belongs.
Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

8 Spanning Tree

The Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for any bridged

Ethernet local area network.

8.1 Property

This page allows to configure and display Spanning Tree Protocol (STP) property configuration.
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save logout Reboot

Spanning Tree ') Property

state () Enatle

Q sP
Operation Mode | © RSTP
O ustP

@ Long
pancost| S 100

Q Fitering
@® Fiooding

Prionty | [32768

32768-FCEFC4.00:8D:C6
0000000000000
A

‘o

e ! 0

H ODOHOMOS
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Item

Description

State

Enable or disable the STP operation.

Operation Mode

STP: Enable the Spanning Tree (STP) operation.
RSTP: Enable the Rapid Spanning Tree (RSTP) operation.
MSTP: Enable the Multiple Spanning Tree Protocol (MSTP)

Path Cost

Specify the path cost method.

Long: Specifies that the default port path costs are within the
range: 1~200,000,000.

Short: Specifies that the default port path costs are within
the range: 1~65,535.

BPDU Handling

Specify the BPDU forward method when the STP is disabled.
Filtering: Filter the BPDU when STP is disabled.
Flooding: Flood the BPDU when STP is disabled.

Priority

Specify a priority value for the switch. The smaller the priority
value, the higher the priority and greater chance of becoming
the root.

Hello Time

Specify the STP hello time in second to broadcast its hello
message to other bridge by Designated Ports. Its valid range is
from 1 to 10 seconds.

Max Age

Specify the time interval in seconds for a switch to wait the
configuration messages, without attempting to redefine its own
configuration.

Forward Delay

Specify the STP forward delay time, which is the amount of
time that a port remains in the Listening and Learning states
before it enters the Forwarding state. Its valid range is from 4
to 30 seconds.

Tx Hold Count

Specify the tx-hold-count used to limit the maximum numbers
of packets transmission per second. The valid range is from 1
to 10.

Region Name

The default region name of the device is its MAC address.

Revision

Enter the revision number.

Max Hop

Set the number of hops for BPDI packets to be forwarded in
the
MSTP region.

Operational Status

Display the current STP operational status.

Apply

Apply the settings to the switch.
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8.2 Port Setting

This page allows to configure and display Spanning Tree Protocol (STP) port settings.
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Spanning Tree '} Port Setting

ST Instance
MST Port Setting
Statistics

Management

Port Setting Table

Reboot

[ Entry | Port | Siate | PalhCost | Priomy | BPDU Fier | BPOU Guard | Operationsi Edge | Operational Pon o-Pant | PortRole | PortSite | Designled Brdge | Desgnated Port I3 | Designaied Cast |

loD00O0D0DO0O0OD0D0O0O0D0OO0O0D

GE1

Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled

128
128
128

Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disablen
Disabled
Disabled
Disabien
Disabled
Disabled
Disabled
Disabien
Disabled
Disabled

Disabled
Disaled
Disasled
Disanled
Disatled
Disadled
Disaniea
Disatled
Disabled
Disazled
Disabled
Disatled
Disasled
Disanled
Disatled
Disaled

Disabled
Disabled
Disabied
Disabled
Disabled
Disabled
Disablea
Disabled
Disabled
Disabie

Disabled
Disabled
Disabled
Disablea
Disabled
Disable

Disabled
Enabled
Disabied
Disablen
Disabled
Disabled
Disabien
Disabled
Disabled
Disabien

Disabled
Disabled
Disablsd
Disablen
Disabled
Disabl

Disabled
Disabled
Disabied
Disabled
Disabled
Disabled
Disatien
Disabled
Disabled
Disatied
Disabled
Disabled
Disabled
Disaties
Disabled
Disabled

Disasled
Forwarting
Disasled
Disasied
Disatled
Disasled
Disasiea
Disasled
Disaled
Disaziea
Disasled
Disatled
Disasled
Disasied
Disatied
Disaled

0-00.00,00.00.00.00
£-00:00:00.00:00.00
0-00,00;00.00:00:00
0-00:00:00:00:00:00
0-00:00,00,00:00.00
0-00.00.00.00.00.00
0-00:00:00:00:00:00
0-00,00,00,00.00.00
£-0000:00.00:00.00
0-00:00:0000:00:00
0-00:00:00:00:00:00
£-00.00,00.00:00.00
0-00,00:00.00.00.00
0-00:00:00:00:00:00
0-00,00,00,00.00.00
0-00.00.00.00.00.00

128-1
1282
1283
1284
1285
1286
1287
1289
1289
128-10
126-11
12812
12813
12814
12815
12818

20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000
20000

Item

Description

Edit

Edit the selected port settings.

Check

Protocol Migration

Run protocol migration check on selected port.
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Spanning Tree '’ Port Setting

Edit Port Setting

Port | GE20

State | Enable

Path Cost I[} 0 - 200000000) (0 = Auto)

Priorityé |128 w

Edge Port | [] Enable

BPDU Filter | [] Enable

BPDU Guard | [ | Enable

. @ Auto
Point-te-Peint | () Enable
. (O Disable

Port State | Disabled

Designated Bridge | 0-00:00:00-:00:00:00

Designated PortID | 128-20

Designated Cost ;. 20000

Operational Edge | False

Operational Point-to-Point False

Item Description

Port The index number of selected port.

State Enable or disable the port settings.

Path Cost Path cost is the cost of transmitting a frame on to a LAN

through that port. It is recommended to assign this value
according to the speed of the bridge. The slower the media, the
higher the cost. Entering O means the switch will automatically
assign a value.

Priority Specify a priority value for the switch. The smaller the priority
value, the higher the priority and greater chance of becoming
the root.

Edge Port Enable or disable the edge mode. In the edge mode, the

interface would be put into the Forwarding state immediately
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upon link up. If the edge mode is enabled for the interface and
there are BPDUSs received on the interface, the loop might be
occurred in the short time before the STP state change.

BPDU Filter Checked means drop all BPDU packets and no BPDU will be
sent.
BPDU Guard When it is checked that BPDU Guard further protects your

switch by turning this port into error state and shutdown if any
BPDU received from this port.

Point-to-Point

Auto: Switch determines the STP of link type for this port automatically.
Enable: It means the STP of link type on this port is full-duplex
and directly connect to another switch or host.

Disable: | t means the STP of | i-n
dupl ex and fAdoes noto directdl
host.

Port State

Display current port status.

Designated Bridge

Display designated bridge information.

Designated Port ID

Display designated port ID information.

Designated Cost

Display designated cost information.

Operational Edge

Display current state of edge port.

Operational Point-to-
Point

Display current state of Point-to-Point.

Apply

Apply the settings to the switch.

Close

Close the setting page and back to previous page.

8.3 MST Instance

MSTP allows traffic of different VLAN to be mapped into different MST Instances, the 850X-
28 supports up to 16 independent MST instances (0~15) with which the VLAN can be

associated.
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save Logout Raboot

Spanning Tree > MST Instance

Stat
MST Instance Table
w ar—
Spamning free [ s | Prorty | Bndge enttter | Dessgnated Root Brdge | RootPor | Root Pam Cost | [ |

Fropéty 0 32760 276GFCEFCA0DEDCE (000000000000  NA [ o 14094

Port Satting o 1 32788 12768-FCAFCAODBOCS  0-00-00:00:00:00:00 A 0 o

MST Instonce o 2 32768 32768-FCBFC40DBOCE 0-00:00:00:00:00:00 A 0 o

Connie s O 3 32768 RIEGFCAFCLIDADCE 0000000000000 A 0 0
O 4 32758 R7SBFCEFCALOIDEDCS 0000000000000  MA 0 o
O 5 2768 WIGBFCSFCAIDSOCE 0000000000000  NA 0 0
O 6 2760 UIGFCARCAIDE0CE 000000000000  NA 0 0
O 7 3758 W7BFCEFCAIDEDCE 0000000000000 WA 0 o
o 8 32768 32768-FC:BFC4ODBOCE 0-00:00:00:00:00:00 A 0 0
O 8 2768 WIGHFCERCA0EDCE 0000000000000  NA 0 0
O 10 3760 WTBFCEFCAIDEDCE 0000000000000  NA 0 o
[e] M 32768 32768-FCBFC4ODBOCE 0-00:00:00:00:00:00 A [ o
O 12 376 WIGFCEFCAI0EDCE 000000000000  NA o o
O 13 3760 WIBFCAFCAIDADCE (00000000000  NA 0 o
O 14 32788 IWEBFCEFCLIDEDCS 0000000000000  MA o o
O 15 32768 W76BFCSFCAI0BOCE 0000000000000 M 0 0

f

Spanning Tree ') MST Instance

Edit MST Instance Setting

Available VLAN Selected VLAN

~

VLAN

0~ @ W N =

Bridge Identifiter 32768-FC:8F:C4:0D:BD:C&

Designated Root Bridge 0-00:00:00-00:00:00

Priority 32768 (0 - 61440, default 32768)

Item Description

Edit Edit the settings of selected instance.

MSTI The index number of selected MST instance.

VLAN Enter the ID of the VLAN which should be associated with this
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MSTI.

Priority The switch priority for this MST instance. A lower number gives
the switch higher chance to be chosen as the root bridge.
Bridge Identifier Display the priority of MSTI instance number + MAC address of
the switch.

Designated Root Display the Bridge Identifier of the root bridge.

Bridge

Root Port Display the port toward the root.

Root Path Cost Display the path cost toward the root.

Remaining Hop Display the remaining hop count in BPDU.

Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

8.4 MST Port Setting

MST Port Settings is used to configure the GE port / LAG group settings for each MST
instance. The table displays the MST parameters for each port.
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Save lLogout Reboot

Spanning Tree ') MST Port Setting

MST Port Setting Table
wsn [0 v
Q
) | Entry | Port | path Cost | Priority | PortRole | PortState | Mode | Type | Designated Bridge | 0 | |
o 1 e 000 128 Disabled Dissbled  RSTP Boundary 0-00.00.00:00:0000 128-1 20000 20
ST instance o 2o 0000 128 Disabled Forwardng RSTP  Baunday 0-0000.0000D000 1282 20000 2
MST Port Setting O 3 GE3 20000 126 Disabisd Dissbisd RSTP Boundany GOMMKMNMNNNN0 1283 20000 x
Sanelcs O 4 cm 20000 128 Disabled Disadled  RSTP Bounday 0000000000000 126t 20000 20
. o s e 0000 128 Disadled Disabled  RSTP Bounday (0-0000D000D000 1285 20000 2
0 6 o 20000 125 Disabled Disadled  RSTP Boundan 0000000000000 1266 20000 2
o 7o 000 128 Disavled Disabled  RSTP Baundary (0-0000.00000000 1287 20000 il
O 8 o 000 128 Disabled Dissbled  RSTP Baundary (0-0000.0000.0000 1268 20000 20
O 9 om 0000 128 Disadled Disaied  RSTP Baunday (0-0000:0000000 1289 20000 2
O 10 GEf0 20000 128 Disabled Disadled  RSTP Boundan O0-D0:00:0000:0000 12610 20000 2
o noGEn 20000 128 Disadled Dissbled  RSTP Bounday 0-0000.00000000 12611 20000 2
O 12 GEfz 20000 128 Disabled Dissbled  RSTP Boundary 000000000000 128-12 20000 20
[ 13 GE13 20000 128 Disabled Disabled  RSTP Boundary 0000000000000 12813 20000 2
O 14 GEM 20000 128 Disadled Disadled  RSTP Boundan 0-000000DO0000 12814 20000 s
[) 15 GE1S 20000 128 Disabled Disabled RSTP Boundan (-D0:00:00:00:00:00 12615 20000 2
O 16 GE'6 20000 128 Disabled Disabled RSTP Bounda 0-000000000000 12816 20000 Ed
O 7 GEIT 20000 128 Disabled Disabled  RSTP Boundary 0-00.00:00:00:0000 128-17 20000 20
[) 18 GEW 20000 128 Disabled Disabled  RSTF Boundan 0-00.00D0DODODD 12818 20000 2
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Spanning Tree '> MST Port Setting

Edit MST Port Setting

P [128

| Disabled

. Disabled

i RSTP

. Boundary

! 0-00:00:00:00:00:00
| 1285

;20000

P20

Item Description

MSTI Select one of the MST instances.

Edit Edit the settings of selected port.

MSTI Display the selected MST instance.

Port Display the selected port number.

Path Cost Set path cost value for the port. A port with lowest value will be
used as the forwarding port by spanning tree. Default value
was set according to the bandwidth of the port.

Priority Among the ports with same path cost, port with lower priority
will have higher chance to be used as the forwarding port by
spanning tree. Use the drop down list to choose desired priority
value.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

850X-28 User Manual

44




8.5 Statistics

This page displays the statistics of BPDU on each port.

save  Logout  Hcboot

Spanning Tree *) Statistles

Statistics Table

Refresh Rate [ v sen

Q

Recsive REDI Transmt 7PAI1
Ediy | Poil

Comfig | TCH | MSTP | Conng | TCN | MSTR
] [] ]

1 601
2 GE2
ERNC]
1 ot

3 603
1 cEf0
1 cen
13 eEan

lopooooCcoooolo
@

9 Discovery

9.1 LLDP

LLDP is a one-way protocol; there are no request/response sequences. Information is
advertised by stations implementing the transmit function, and is received and processed
by stations implementing the receive function. The LLDP category contains LLDP and LLDP-
MED pages.

9.1.1 Property
This page allows to configure general settings of LLDP.

24 GbE Switch with 4 10G SFP+ Up Links

Save Logout Reboot

Discovery ') LLDP ') Property

State | @ Enatle

Ty Advertse ntenal | 30

Pomsemng L
MED Hetwok Polcy " Relnwolizng pelay | B
MED Port Setting ey

Packet iew Transmit Delay | [2
Local Information

Fast Start Repeat Count | [3

Item Description
State Enable or disable the LLDP protocol on this switch.
LLDP Handling Select the handling mode for LLDP protocol.

TLV Advertise Interval | Select the interval at which frames are transmitted. The default
is 30 seconds, and the valid range is 51 32768seconds.
Hold Multiplier Select the multiplier on the transmit interval to assign to TTL
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(range 2i 10, default = 4).

Reinitializing Delay Select the delay before a re-initialization (range 11 10 seconds,
default = 2).

Transmit Delay Select the delay after an LLDP frame is sent (range 1i 8191
seconds, default = 2).

Fast Start Repeat | Select the number of LLDP packets that will be sent during
Count LLDP-MED Fast Start period. The default is 3. Available range
is from 1 to 10.

Apply Apply the settings to the switch.

9.1.2 Port Setting

This page allows to select specified port or all ports to configure LLDP state.

Save Logout Reboot

Discovery ') LLDP ') Port Setting

St
D Port Setting Table
able al

Tre: ()| Entry | Port | mode | Selected LV

O 1 G&1  Nemal oz1FvD

O 2 GE2  Nomal 8021PVID

Property O 3 GE3  Namal 8021PVID
:‘;i“;‘ . o 4 GE4  Normal 8021PVID
e e O 5 s toma s2tew
=i O & GE5  Hamal 3021PVD
Local Information O 7 G&7  Nama so2tPvD
(=] B GEB Narmal  802.1 PVID

O o GE3  Nommal 8021PVID

O 10 GEW Nommal 8021PVID

[m] 1 GEN Nermal 8021 PVID

O 12 Getz Nema go21PvD

O 13 GEf3 Nomal 021PVD

O 16 GEle  Nemal g021PvD

O 15 GEIS  Nomal 8021PVID

O 16 GEl  Noma 8021PvD

O 17 GEV  Noma 021PvD

O 16 GEfe  Normal 8021PVID

O 19 GE19  Namal B8021PVID

[m] 20 GE20 Nermal 8021 PVID

O 20 GE; Nema o21PvD

O 2 GE2 Nomal 8021PVID

O 25 cez Nomal s021PvD

O 2 GEM  Nomal 8021PVID

O 25 106E1 Nemmal 8021PVID

O 2 106E2 Nommal 8021PVID

O 27 106E3 Nemmal 8021PVID

O 25 10GE4 Nomal 8021PVD
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Discovery '’ LLDP ') Port Setting

Edit Port Setting

Port | GE2 GES

. (O Transmit
| () Receive
. @® Normal
. () Disable

Available TLV Selected TLV

.| Port Description o~ 802.1 PVID w
Optional TLV System Name
' | System Description
System Capabilities

802 3 MAC-PHY v v
Available VLAN Selected VLAN
| | VLAN 1 A -
802.1 VLAN Name
b
W

Item Description

Edit Edit the settings of selected port.
Port Display the selected port.

Mode Transmit: Transmit LLDP PDUs only.

Receive: Receive LLDP PDUs only.

Normal: Transmit and receive LLDP PDUs.

Disable: Disable the transmission of LLDP PDUs.

Optional TLV Within data communication protocols, optional information may
be encoded as a type-length-value or TLV element inside a
protocol. TLV is also known as tag-length value. The type and
length are fixed in size (typically 1-4 bytes), and the value field
is of variable size. Select the LLDP optional TLVs to be carried
(multiple selection is allowed). Available items include System
Name, Port Description, System Description, System
Capability, 802.3 MAC-PHY, 802.3 Link Aggregation, 802.3
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Maximum Frame Size, Management Address and 802.1 PVID.

802.1 VLAN Name

Select the VLAN ID number to be performed (multiple
selections are allowed).

Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
9.1.3 MED Network Policy

This page allows to set MED (Media Endpoint Discovery) network policy.

save logout Reboot

Discovery '} LLDP ') MED Network Policy

MED Network Policy Table

Showing [l

Shawing 0 to 0 of 0 entiies

| | polieyn | appiication | viaN | viAN Tag | priority | psce |

[aaJ[__ea_J[_oeme ]

Item Description

Add Add a new MED network policy.

Edit Edit existing entry of MED network policy.
Delete Delete selected entry of MED network policy.

Discovery ') LLDP ') MED Network Policy

Add MED Network Policy

L poieyn! [1 v
""" Application | | Voice v
VLAN | | Range (1- 4094)
(® Tagged
‘JLANTagE () Untagged
Priority | [0
""""" oscp! [1 %
Apply H Close ]
Item Description
Policy ID Choose a number for configuring the policy profile. Available
selections include 1 to 32.
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Application There are several applications which can be used for MED
network. Selections include Voice, Voice Signaling, Guest
Voice, Guest Voice Signaling, Softphone Voice, Video
Conferencing, Stream Video and Video Signaling.

VLAN Set a VLAN ID (ranging from 1 to 4095) for such profile.

VLAN Tag Specify if the outgoing packets will be tagged or not.
Tagged: Packets will be sent out with a number tagged.
Untagged: Packets will be sent out without any tag.

Priority Set Layer2 priority (range from O to 7).

DSCP Set DSCP value (range from 0 to 63).

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

9.14 MED Port Setting

This page allows to configure TLV (Type / Length / Value) settings for each port.

save Logout Reboot
Discovery ') LLDP ') MED Port Setting

MED Port Setting Table

Q

‘ Metwork Policy |
0| ety | port | state }—,—lmmm Inventary
Active | Application
~ LLDP O 1 GE1  Disavied Yes o e
Propery O 2 CE2 Oisadled Yes Ho Ho
Fart Sefing o 3 GEI  Disabled  ves n [0
:‘E‘;';;';‘“;’;“:"" O 4 GE4 Disasled Yos Ho Ho
e o CES  Disatled  Yes Ho Ho
Local nformation O 6 GE6  Osadled  Yes ™ W
Heighbor O 7 GE7  Disavied Yes Ho H
o B GEB  Disabled Yes No [
O 9 GE9  Disadled Vs ™ "
O 10 CEW Dissdled Yes Ho n
O 1 CEM  Disaes ves o Ho
O 12 GE12 Disavled Yes o )
O 13 CEN} Disabled Yes Ho H
O 14 GEM Disaed  ves o W
O 15 GEY  Disasied Vs Ho [t
O 16 GE18 Disabled Yes No [
O 17 GEV  Omsadiea  ves ™ W
O 18 GEW Disaed Yes Ho He
O 18 GEM Disabled Yes Ho o
O 20 GE2 Disadled  Yes ™ W
O 21 GE2l Dissed Yes Ho n
O 22 CEz Disaed Yes Ho Ho
O 2 GE2} Disadled Yes o e
O 24 CE2t Oisadled Yes n H
O 25 10GE1 Disavled Yes W n
O 20 100E2 Disadled Vs " Ho
O 27 106E3 Disadled Yes ! W
[ 28 10GE4 Oisadled Yes n H
(

g

850X-28 User Manual 49



Discovery ') LLDP ') MED Port Setting

Edit MED Port Setting

Port: GE2
State | [] Enable
Available TLV Selected TLV
;| Location - Metwork Policy -
Optional TLV : | Inventary
W W
Available Palicy Selected Policy
T 1 (Voice) ~
| r)
Network policy -
W
W

16 pairs of hexadecimal characters

6-160 pairs of hexadecimal characters

10-25 pairs of hexadecimal characters

Item Description

Edit Edit the settings of selected port.

Port The index number of selected port.

State Enable or disable the LLDP MED on the selected port.

Optional TLV Available TLV items will be s
TLVO .
Choose the one(s) you want and click the >> arrow to transfer
the selection(s) tTavot.he fi el d

Network policy

Available policy wi | | be shown i n Pdiidyds.

Choose the one(s) you want and click the >> arrow to transfer

the selection(s) tRolicgohe fi el d
Coordinate Enter the coordinate location in 16 pairs of hexadecimal
characters.
Civic Enter the civic address in 6 ~ 160 pairs of hexadecimal
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characters.

ECS ELIN Enter the ECS (Emergency Call Service) ELIN (Emergency
Location Identification Number) in 10 ~ 25 pairs of hexadecimal
characters.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

9.1.5 Packet View
This page provides packet view detail of each port.

save TLogout Reboot

Discovery ') LLDP ') Packet View

Packet View Table

Q
| Entry | Port | in-Use Bytes) | Availabie (Bytes) | Operational Status |
O 1 Gl ) 1459 Not Overioating
Q 2 cE2 2 1459 Not Overlcading
roperty 0 3 GE3 E 1450 Nol Overloading
:“:'::;::” " o 4 GE4 E 1459 ot Overicading
o
\ED ot onting o 5 6Es 2 1459 Nol Overioading
Q & GES 29 1450 Not Overloading
o 7 cer 2 1359 NotOverioaming
O & o F2] 1450 Not Overioading
Q 8 GEd 29 1459 Not Overloading
O 10 GEw 30 1458 Not Overloading
o 1 G 1 1458 Not Overioating
Q 12 cEz 0 1458 Nol Overlcading
(o] 13 GE3 30 1458 Nol Overloading
O 14 GEw 1 1458 Not Overioaming
O 15 GEIS ] 1458 Nol Overioaing
Q 16 GE16 30 1458 Not Overloading
o 17 cEw 1 1458 NotOverioasing
[e] 18 GE® £ 1458 Nol Overloading
O 18 Gt 1 1458 Not Overioaming
O 2 GE®w E 1453 Nol Overioading
Q 21 cEM 30 1458 Not Overloading
O =2 ez 2 1458 NotOvenizaming
0 = cE» ] 1458 Nol Overioating
Q 24 cEM "] 1458 Not Overloading
O 25 1061 £ 1458 Nol Overioating
O 2 10sE2 3 1458 Not Overioating
O 2 1oeEl 0 1458 Nol Overicating
[e] 28 10GE4 0 1458 Nol Overloading

9.1.6 Local Information
This page shows detailed local information of LLDP.
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Save Logout Reboot

Discovery ') LLDP '} Local Information

| MAC address
FC8F.CAODBD.C

Switch
850428

Proparty

Poaseting Bridge

MED Network Policy
MED Pont Seting
Packe View

Bridge.

Port Status Table

Qa
[ Entry | Port | LLOP State | LLOP-MED State |
(o) 1 GE1  Nomal Disabled
o 2 GE2 Normal Disabled
© 3 GE3  Nomal Disabled
o 4 CE4  Nomal Disabled
(o) 5 GE5  Nomal Disabled
o & GEB Normal Disableg
O 7 GE  Nomal Disabled
o & CEE  Nomal Disabled
O 9 cE  Nomal Disabled
© 10 GEW0  Nomal Disabled
Q 1M GENM Nomal Disabled
© 12 GEf2 Nomal Disabled

9.1.7 Neighbor
This page allows to view the information sent from neighboring devices by LLDP protocol.
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Save Logout Reboot

Discovery ') LLDP ') Neighbor

Neighbor Table

Showing [All + entries. Showing D100 of  enies a—

| (1| Local Port [ Chassis 10 Subtype | Chassis 1D | PortID Subtype | PortiD | Time to Live | ]
. [ 0resuts found

Property |__Cisar Refresh | | Datail

Pori Sefting

MED Network Policy
MED Por Seming
Packet View

Local Information
Heighbor

Statishics

First| | Previous | [ | Next| | Last

9.1.8  Statistics
This page shows global statistics and statistics of each port.
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Save Logout Reboot

Discovery ') LLDP ') Statistics

Global Statistics

0
0
0
0

~ LLDP

Froperty

Port Selt
D o [ clear Retiesn

WED Pon semng
Packet wmi " Statistics Table

Y ——

Entry | por | TOASMHFrame | ReceiveFrame | Receive TLV | mesgnoor
" | ot | Votal | Discard | Error | Discard | Unrecogaized | Timeout
¢ o ]

o2 185

D
o
o o o
o 0 0
o 0 0
(=] 0 0
o 0 [l

i
1-8-8-5
3-8-8-E

10 Multicast

IP multicast is a technique for one-to-many communication over an IP infrastructure in a

network. To avoid the incoming data broadcasting to all GE ports, multicast is useful to

transfer the data/message to specified GE ports for IGMP snooping. When Switch receives

a message fisubscribedo by the client, it must
ports according to the location of the client (subscribed member).

10.1 General

10.1.1 Property

For the multicast packets, this page allows the network administrator to choose actions for
processing the unknown multicast packets and for handling known packets with MAC
address, IP address and VLAN ID.
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save Logout Reboot

Multicast ') General ') Property

ltem Description
Unknown Multicast Select an action for switch to handle with unknown multicast
Action packet.

Flood: Flood the unknown multicast data.

Drop: Drop the unknown multicast data.

Forward to Router port: Forward the unknown multicast data
to router port.

IPv4 Set the IPv4 multicast forward method.

DMAC-VID: Forward using destination multicast MAC address
and VLAN IDs.

DIP-VID: Forward using destination multicast IP address and
VLAN ID.

IPv6 Set the IPv6 multicast forward method.

DMAC-VID: Forward using destination multicast MAC address
and VLAN IDs.

DIP-VID: Forward using destination multicast IPv6 address and
VLAN ID.

Apply Apply the settings to the switch.

10.1.2 Group Address

The page allows to assign a VLAN/port as a specific IPv4/IPv6 multicast member. Every
IPv4/IPv6 multicast stream that belongs to the specified group IP address will be forwarded
to the specified port/VLAN member.
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Save Logout Reboot

Multicast ') General ') Group Address

i
Showing[All v entries. Showing 0 to 0 of 0 entries. Q '7
: B CoT o e — !
e [ ad || _Edt || Dete |[ Reresh | =4 S
Item Description
IP Version Select the IP version which will be displayed on this page.
Add Add a new group address.
Edit Edit the existing group address.
Delete Delete the selected group address.
Refresh Refresh the current page.
Multicast '} General *) Group Address
Add Group Address
Cvian [T
 iPversion: [IPué v
Group Address | |
Available Port Selected Port
|| GE1 o)
GEZ ~
i |GE3
I.Iember; GE4
: | Ges
GEBG
GE7 v
GE8 W
Apply H Close
Item Description
VLAN Use the drop down list to specify a VLAN profile as IGMP
Static Group.
IP Version Select the IP Version.
Group Address It is an identifier for the group member. Packets sent to such
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address will be transferred to all interfaces defined in Member
Ports.

Specify the IPv4/IPv6 multicast address you wish to assign for
the

static group (defined in VLAN).

Member Specify the port(s) that static group with given IPv4/IPv6
multicast address shall include.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.1.3 Router Port
This page shows the IGMP queried router known to this switch.
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Save Logout Reboot

Multicast ') General '} Router Port

Router Port Table

1P version [1Pe

e e A
o e o

Item Description

IP Version Select the IP version which will be displayed on this page.

Add Add a new entry.

Edit Edit the existing entry.

Refresh Refresh the current page.
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Multicast ') General

'} Router Port

Add Router Port

Available VLAN Selected VLAN
1 ~
VLANE
P Version | [Pva v
__________ Type O Foe:t:i:dden
Available Port Selected Port
GE1 ™
GEZ2 ~
GE3
Port GE4
GE5
GEB
GE7 W
GEB W
Apply H Close

Item Description

VLAN Available VLAN will be shown in thisfieldof i Avai | abl
Choose the one(s) you want and click the >> arrow to transfer
the selection(s) to the field

IP Version Select the IP Version.

Type Static: Specify LAN Port (GE/LAG) to send out query to
remote host.

Forbidden: Use the drop down list to specify forbidden LAN
Port (GE/LAG).

Port Available port wildl be shown
Choose the one(s) you want and click the >> arrow to transfer
the selection(s) to the field

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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10.1.4 Forward All
This page is allowed to determine which port(s) would like to receive the data (multicast

packets) that forwarded by Switch.
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Ssave TLogout Reboot

Multicast ') General ') Forward All

Forward All Table

P version [P v
Showing [All_+ entries Showing 0ta 0 af0 enies Qr
‘| [ | vian | static Port | Forbwaen Port | — |
Fropedy Coase J[_es_ ][ owee ] First| Previous 1 Nea Last

Item Description

IP Version Select the IP version which will be displayed on this page.

Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the selected entry.
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Multicast ') General

'} Forward All

Add Forward All

Available VLAN Selected VLAN
1 A
VLANE
P Version | [Pva v
(®) Static
__________ T"’e O Forbidden
Available Port Selected Port
GE1 ~
GE2 ~
i |GE3
P°“§ GE4
GE5
GEG
GE7 v
GEB v
Apply H Close

Item Description

VLAN Avail able VLAN wil/l be shown
Choose the one(s) you want and click the >> arrow to transfer
the selection(s) to the field

IP Version Select the IP Version.

Type Static: The multicast packets will be delivered to the network
device connected by these ports.

Forbidden: the multicast packets will not be delivered to the
network device connected by these ports.

Port Avail able port wildl be shown
Choose the one(s) you want and click the >> arrow to transfer
the selection(s) tortdhe field

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

850X-28 User Manual

58



10.1.5 Throttling

The Throttling page is used for configuring the maximum number (0~256) of IGMP group
that a user on a switch port can join. After defined the maximum number, each switch port
interface can be set to deny the IGMP join report or set to replace randomly selected
multicast interface with received IGMP join report.
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Save Logout Reboot

Multicast ') General ') Throttling

Q[ —
R — '
R
o 5 GES 2:: z:;
o —
B ?j B
Item Description
IP Version Select the IP version which will be displayed on this page.
Edit Edit the selected entry.
Multicast '} General '} Throttling
Edit Throtling
"""""""" Port| GE5
""""" IP Version | IPvd
Max Group | 256 (0 - 256)
---------------- ® Deny
Exceed Action 5 O Replace
Apply H Close ]
Item Description
Port The index number of selected port.
IP Version The selected IP Version.
Max Group Define the maximum number of IGMP group profile that a user

on the switch c¢an themsuahinterfade i C
(port) can join all of the IGMP group profiles.

Exceed Action Deny: It is default setting. The IGMP join report (for multicast
service) received by such interface will be discarded.
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Replace: When it is selected, a new group with IGMP report
received will replace the existing group.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.1.6 Filtering Profile

The filtering profile page allows to configure up to 128 IP-group (for multicast service)
profiles (starting and ending point within an IP range shall be specified). Each IP group
profile can be set for permission of / denial of network service respectively.
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Multicast ) General '} Filtering Profile

Filtering Profile Table
Persion [P v
Showing [All_+_ enies Showing 0o 0 of 0 enlries a—

[ [ | Profies 10 | Start Adress | End Adaress | Action | |
1

Item Description

IP Version Select the IP version which will be displayed on this page.
Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the selected entry.

Multicast ') General ') Filtering Profile

Add Profile

. profien | |
. Pversion | [iPt v

| StartAddress |

End Address

e O ‘o
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Item Description

Profile ID Enter the profile ID for IGMP snooping.

IP Version Select the IP Version.

Start Address Enter an IP address as the starting point for the IP range.
End Address Enter an IP address as the ending point for the IP range.
Action Allow: When it is selected, the request for multicast traffic will

be forwarded to the multicast group normally.

Deny: It is default setting. The forwarding request of multicast
traffic will be discarded.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.1.7 Filtering Binding
This page allows to select a filtering profile for GE/LAG port to process multicast traffic.
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save Logout Reboot

Multicast ') General ) Filtering Binding

Filtering Binding Table

1P varsion [IPvd ~
QI
| 1| Eny | port_| profie o
0 12
0 e om
e
Item Description
IP Version Select the IP version which will be displayed on this page.
Edit Edit the selected entry.

Multicast ') General ) Filtering Binding

Edit Filtering Binding

. GE9
IPvd
' [ Enable
Profile ID |
Apply H Close l
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ltem Description

Port The index number of selected port.

IP Version The selected IP Version.

Profile ID Enable of disable selected filtering profile for the selected
port/interface.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.2 IGMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP)
network traffic. The feature allows a network switch to listen in on the IGMP conversation
between hosts and routers. By listening to these conversations the switch maintains a map
of which links need which IP multicast streams. Multicasts may be filtered from the links
which do not need them and thus controls which ports receive specific multicast traffic.

10.2.1 Property
This page allows to enable/disable IGMP function, select snooping version, and enable/disable snooping

report suppression.
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Save Logout Reboot

Multicast ') IGMP Snooping '} Property

RouterFort | Query | Query Query Max Last Member | Last,
Auto Leam | Robustness | Interval | Response Interval | Query Counter | Query interval
2 15 10 2

Item Description
State Enable or disable the IGMP snooping.
Version Set the IGMP snooping Version.

IGMPVv2: Only support IGMP v2 packet.
IGMPv3: Support v3 basic and v2.

Report Suppression Enable to allow the switch to handle IGMP reports between
router and host, suppressing bandwidth used by IGMP.

Apply Apply the settings to the switch.

Edit Edit the selected entry.
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Multicast ') IGMP Snooping '’ Property

Edit VLAN Setting

Query Robustness l2 (1 -7, default 2)
Query Interval |125 Sec (30 - 18000, default 125)
Query Max Response Interval |1[} Sec (5 - 20, default 10)
Last Member Query Counter |2 (1-7, default 2)
Last Member Query Interval |1 Sec (1 - 25, default 1)

Status : Disabled

Query Interval 125 (Sec)

Query Max Response Interval 10 (Sec)

Last Member Query Interval 1 (Sec)

Item Description
VLAN The index number of selected VLAN ID.
State Enable or disable the IGMP snooping function

Router Port Auto Learn | Set the enabling status of IGMP router port learning. Choose
Enable to learn router port by IGMP query.

Immediate leave Leave the multicast group immediately on the port & VLAN
where leave message is sent from, regardless there is still a
subscribed member or not. Click Enable to enable Fast leave

function.

Query Robustness Set a number which allows tuning for the expected packet loss
on a subnet.

Query Interval Set the interval for sending general query.

Query Max Response | It specifies the maximum allowed time before sending a
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Interval

responding report in units of 1/10 second.

Last Member Query
Counter

After querying for specified times (defined here) and still not
receiving any response from the subscribed member, Switch
will stop transmitting data to the related GE port(s).

Last Member Query
Interval

The maximum time interval between counting each member
guery message with no responses from any subscribed
member.

Operational Status

Display the current operation status of IGMP snooping.

Apply

Apply the settings to the switch.

Close

Close the setting page and back to previous page.

10.2.2 Querier

This page allows to configure querier settings on specific VLAN of IGMP Snooping.

24 GbE Switch with 4 10G SFP+ Up Links
Sar t t

Multicast ') IGMP Snooping ') Querier

Hetwork

1| vian | stste | operational status | version | Querier Address
d  Disavle

O 1 Disate sabled

Multicast '’ IGMP Snooping '’ Querier

Edit Querier

State | Enable

® IGMPv2
Version O IGMPV3
I Apply H Close

Item Description

Edit Edit the selected entry.

VLAN The index number of selected VLAN ID.

State Enable or disable the IGMP Querier on the chosen VLAN
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profile.

Version Set the query version of IGMP Querier Election on the chosen
VLANS.

IGMPV2: Querier version 2.

IGMPvV3: Querier version 3.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.2.3 Statistics

This page displays the statistics of IGMP snooping.

Save Logout Reboot

Multicast ') IGMP Snooping ') Statistics

Total . 27

Invabd 25

Source specific Group Query

[__clear || Retresn |

10.3 MLD Snooping

MLD snooping acts on IPv6 packets. MLD snooping is the process of listening to Multicast
Listener Discovery network traffic. It can examine IPv6 packets and forward these packets
to designate location via VLAN port members.

10.3.1 Property
This page allows to enable/disable MLD Snooping function, select snooping version, and
enable/disable snooping report suppression.
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Save Logout Reboot

Multicast ') MLD Snooping '} Property

[

~ IGMF Snaoping VLAN Setting Table
 MLD Snoaging

Qr——————

vLaN

RouterPort | Query | Query Query Max Last Member | Last Member

Immediate Leave
Auto Leam | Robustness | interval | Response interval | Query Counter | Query mnterval
1 Disabled Enabled 2 125 10 2 1 Disadled

Operational Status

Edil

Item Description
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State

Enable or disable the MLD snooping function.

Version

MLDv1: When it is selected, Switch will detect packets
controlled by MLDv1 and bridge the traffic to IPv6 destination
defined with multicast address(es).

MLDv2: When it is selected, Switch will detect packets
controlled by MLDv2 and forward the traffic to destination
defined with multicast address(es).

Report Suppression

Enable or disable the function to handle MLD reports between
router and host, suppressing bandwidth used by MLD.

Apply

Apply the settings to the switch.

Edit

Edit the selected entry.

Multicast ' MLD Snooping '’ Property

Edit VLAN Setting

VLAN @ 1
State | [] Enable
Router Port Auto Learn | Enable
Immediate leave | [] Enable
Query Robustness |2 1-7, default 2
Query Intenralé |‘125 Sec (30 - 18000, default 125
Query Max Response Interval |‘1D Sec (5 - 20, default 10
Last Member Query Counter |2 1-7, default 2
Last Member Query Interval |‘l Sec(1- 25, default 1

+ Disabled

¢ 125 (Sec)
v 10 (Sec)

© 1 (Sec)

ltem Description

VLAN The index number of VLAN entry.
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State

Enable or disable the MLD snooping function for the selected
VLAN ID.

Router Port Auto Learn

Enable or disable the function to handle MLD reports between
router and host, suppressing bandwidth used by MLD.

Immediate Leave

Enable or disable the function of immediate leave. When the
GE/LAG port receives the leave message, it will be removed
from multicast group to speed up leave latency.

Query Robustness

Set a number which allows tuning for the expected packet loss
on a subnet.

Query Interval

Specify the time interval for Switch to send out general MLD
guery to the host (responsible for responding).

Query Max Response
Interval

Specify the maximum time interval for Switch to receive the
guery response from the host. If time is up and no response
received, the packets will be blocked and discarded.

Last Member Query
Counter

After querying for specified times (defined here) and still not
receiving any response from the subscribed member, Switch
will stop transmitting data to the related GE port(s).

Last Member Query
Interval

The maximum time interval between counting each member query

message with no responses from any subscribed member.

Operational Status

Display the current operational status.

Apply

Apply the settings to the switch.

Edit

Edit the selected entry.

10.3.2 Statistics

This page displays the statistics of MLD snooping.
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Save Logout Reboot

Multicast ') MLD Snooping ') Statistics

Bl laigis g:8:d
AR REOEEHT T

Multicast VLAN Registration (MVR) can route packets received in a multicast source VLAN
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to one or more destination VLANS. LAN users are in the destination VLANs and the multicast
server is in the source VLAN. MVR can continuously send multicast stream for traffic in the
multicast VLAN, but isolate the streams from the source VLANSs for bandwidth and security
reasons.

10.4.1 Property
This page allows the network administrator to configure general settings for MVR, such as enabling function,

selecting VLAN ID (as source VLAN) and specify IP address(es) for receiver/LAN users.
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Save Logout Reboot
Multicast ') MVR ') Property

State| [ Enable

vian: [1 v

@ Compalible

Moge | =
i O Dymamic

i Growpstart! f1000

Item Description

State Enable or disable the MVR function.

VLAN Choose one VLAN profile from the drop down list as multicast
source VLAN which will receive multicast data. The default is
VLAN 1.

Mode Compatible: Multicast data received by MVR hosts (multicast

server) will be forwarded to all MVR receiver ports.
Dynamic: Multicast data received by MVR hosts (multicast server) on
Switch will be forwarded from those MVR data and client ports grouped

under MVR server.

Group Start Enter an IP address. Any multicast data sent to this IP address
will be sent to all source ports on Switch; and all receiver ports
will accept /receive data from that multicast address.

Group Count Select a number to configure a contiguous series of MVR group addresses

(the range for count is 1 to 128; the default is 1).

Query Time Enter the value of the maximum time (17 10 seconds) to wait for IGMP

report members on a receiver port before the port is removed from multicast

group.
Operational Group Display the current operational group.
Apply Apply the settings to the switch.
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10.4.2 Port Setting

It is necessary to specify destination port and source port (GE/LAG) for system to perform MVR operation.

Available
ltem Description
Edit Edit the selected entry.
Item Description
Port The index number of selected port.
Role None: Noting will be happed to the selected LAN port in MVR

operation.

Receiver: The selected port will be treated as destination port
which will receive multicast data from the multicast server.
Source: The selected port will be treated as source port which
will send multicast data to the receiver port.

Immediate Leave

Enable or disable the function of immediate leave.

Apply

Apply the settings to the switch.
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