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1 Introduction

Proscend 850@2PI Industrial Ethernet Switch features friendly manageability in full Gigabit
Ethernet networks, as well as 1000Mbps Ethernet speed over copper and fiber for enabling quality
of services, network secuyitand resilience. As a result, the 8502P1 is the perfect solution for
reducing network response time for misstaritical applications such as video security,
transportation, energy, etc.

The 850GL2PI features 8 Gigabit PoE ports, each of the 101l@@JBasel ports with
Powerover-Ethernet power source is IEEE802.3af/at compliant and provides an additional 4 SFP
slots are used to work with SFP (Small féactor pluggable) fiber transceivers to scale out

modern industrial networks with the ring, dgishain, or tree topologies.

1.1 Features

Operating temperature40C ~ 75°C

Support IEEE 802.3at/af POE

Support ERPS Ring failover protection

Support Spanning Tree Protocol STP/RSTP/MSTP.
Support IPv6 manageable

Support Jumbo frames

DINrail mounted

> > » >» > > >

1.2 Dimensins

10NN A0NA0N0NANNANNANA0NALDLC =
-
&

104 /3

108
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1.3 Specifications

Interfaces

8 x 10/100/1000BASE (RJ45)
4 x 100FX/GbE SFP

1 x RJ45 console port

> >

>

1 x Reset button

>

>

1 x 5pin Terminal Block for Power in

>

1 x 3pin Terminal Block for DO

>

1 x 4pin Terminal Block for DI
Network Resilience

A |EEBO02.1D STP, IEEE 802.1w RSTP, IEEE

802.1s MSTP

A LACP: Static trunk
Protocols & Security
Portbased VLAN
IEEE 802.1ab Link Layer Discovery Protocq
(LLDP)

IEEE 802.1p Qo0S, IGMP snoopingFased
traffic shaping

A

A

>

IP and MA&ased access control
IEEE 802.1xuthentication Network Access
Control

>

>

>

Multicast, Broadcast, Flooding Strom Contr
DoS, Dynamic ARP Inspection, DHCP
Snooping, IP Source Guard

>

Mechanical
A Dimension (H x D x W): 134 x 124 x 73 mm
A Weight:1000g
A DINvrail and Wall mounted
A Aluminum & Metal: 1RO

Management
A Web-based Management, HTTP/HTTPS, Cons

CLI, Telnet, SSH

SNMP v1, v2c, v3, Syslog
HTTP/TFTP firmware upgrade
A SNTP

PoE scheduling, power control

>

>

Power

Input: 48V~57VD@.95A (Max)
System power consumption: 13 W
PoE Power Budget: 240W
LEDIndicators

A

A
A

A

Power input, System Alarm
A Ethernet LAN Port Link & Speed, SFP Port Lin
A PoE power output

Environment & Regulatory Compliance

>

Operation temperature:40 to +75°C

>

Storage temperature:40 to +85 C
Humidity (noncondensing): 10 to 95% RH EM(
Class A
Emission (EMI/EMS): CE/FCC class A,
EN6100&4-2, EN6100&1-3, EN610081-4,
EN6100&4-5, EN61001-6, EN6100@1-8
Safety: ETL EN62368
Shock: IEC6006B27

A Freefall: IEC60063-32

A Vibration: IEC60068-6

A MTBF: > 1,000,000 hours@25 degree C
Standards ad Certifications

A CE&UKCA

A FCC

>

>

>

>

>
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2 HardwareInstallation

This chapter introduces how to install and connect the hardware.

2.1 Connecting Power

The 850GL2PI Industrial Ethernet POE Switch can be powered from two power supplies (input
range 48~57 VDC). Two poveerppliesare in front of the switch.

Insert the positive and negativeings (AWG 228) into V+ and \tontacts on the terminal block
respectively and usa flathead screwdriver to push in and open the wire clamp.

L) ) + .
P1 <——— First Power Supply
E | -
) +
P2 [E <——— Second Power Supply
| == Ground Connector
| A WARNING

The DC power should be connecteda wellfused power supply

2.2 Connecting I/O Ports

There are four terminals on the terminal block for digital irgout

DI 1
E Pin Digital Input
+
DI1+ ' .,_
- o | ! A3K obmox (2
LT f + DI2 + Lowéon G2 bo+l(
) - DI 2-
DI2
There are three taninals on the terminal block for digital output.
DO
DO Factory default
1 T :
PIN 1 Open
2 mill PIN 2 P
- PIN 2
3 | PIN 3 Short

NOTEDOconfiguration Qpen/Short)canbe reversed Short/Open)rom the Ul.

850G-12PI User Manual 7



2.3 Reset Button

RESET O

Function

Operation

Reset

Press the button for 3sead.

Reset to default setting

Press the button for more than 6 seconds.

2.4 Ground Connector

The switch must be properly grounded for optimum system performance.

‘ Ground Connector ‘

f‘—. ..\
PR
i 7l g ||
1 i AN
\'\_H_ ’
P

2.5 LED Indicators

The following table explains the LED indicators on the front panel.

LED Golor Description
On: Green Power on.
Off Power off.
On: Green Power on.
Off Power off.
ALM On: Red One of the two powers is abnormal
Off The system is operating normally.
On: Green Over PoE max power budget.
PoE Off Below POE max power Hget.
On: Green System is ready.
SYS Blinking System is booting up.
Off No power
On: Green Ethernet LINK UP at 1000Mbps.
On: Amber Ethernet LINK UP at 10/100Mbps.
LAN Port . :
Link/Act Blinking Ethernet traffic detected.
Off Ethernet LINK DOWN
On: Green PoE PD (Powered Device) connected.
Off PoE PD (Powered Device) disconnected.
9~12 On: Green LINK UP at 100/1000Mbps.
SFP Port Blinking Traffic detected.
UPLINK Off LINK DOWN.

850G-12PI User Manual




2.6 Console Connection

The console port on the front panelf@ local management by using a terminal emulator or a
computer with terminal emulation software.

A DB9 connector connect to computer COM port
D A Baudrate: 115200bps
CONSOLE A 8databits, 1 stop bit

A NonePriority

A Noneflow control

To connect the host PC to the cofesport, a RJ45 (male) connectorRS232 DB9 (female)

connector cable is used. The RJ45 connector of the cable is connected to the console port of the
switch, the DB9 connector of the cable is connected to the PC COM port. The pin assignment of the
consok cable is shown below:

@: 3 (RD)

H

1

. 5 (DGND)
i
H 6 (1D)

® O @ ®
JAR0AL

NOTE: Theonsole cablésnot includedin the package.

| 2.7 DINail Mounting

STEP 1Jse the screws to install the DHHil kit to attach at the rear side of the switch.

@ |

®

NOTEThetype of screwis flat headM3 x 6mm.

850G-12PI User Manual 9



STEP 2400k the unit onto the DIMail.

STEP 3: Push the bottom of the unit towards the-BiliNuntil it locks in place.

DIN rail clip

DIN rail

DIN rail clip
release tab

NOTETheDINrail-mountingscrewsare not includedin the package.

| 2.8 Wall Mounting

Use the screws to install the walourting kit to attach at the rear side of the switch.

NOTEfor all switches (NeRoE and PoE Series), the operation of wall mounting is the same

Thetype of screwis flat headM3 x 6mm.

2.9 Web Interface Connect & Login

1.Factory default IP: 19268.1.1
2.Login with default account and password.
Username:root

Password2wsx#EDC

850G-12PI User Manual
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2.10CLI Initialization and Configuration

1. Keyinthe commandunderTelnet:telnet 192.168.1.1
2. Loginwith defaultaccountand password.
Usernameroot

Password2wsx#EDC

3. Change the I®ith commands listed below:

config

ip addressKax. XXX. XXX. XX ASKXXX. XXX XXX XX@xXit

850G-12PI User Manual

11




3 Using the Vb

3.1 Using the Web Interface

The object of this document #AWeb Configuration To
layout and descript how to use the web interface.

3.1.1 Web Browser Support

IE 7 (or newer version) with the following default settings is recommended:

Language script Latin based

Web page font Times New Roman
Plain text font Courier New
Encoding Unicode (UTF-8)
Text size Medium

Firefox with the following default settings is recommended:

Web page font Times New Roman
Encoding Unicode (UTF-8)
Text size 16

Google Chrome with the following default settings is recommended:

Web page font Times New Roman
Encoding Unicode (UTF-8)
Text size Medium

3.1.2 Navigation

All main screens of the web interface can be reached by clicking on hyperlinks in the four menu
boxes on the left side of the screen:
Status

Network

Port

PoE

VLAN

MAC Address Table
Spanning Tree

Discovery

[enti N e e e e e e e

Multicast

850G-12PI User Manual 12



Security
ACL

QoS
Diagnostics

[ e e e e

Management

3.1.3 Title Bar Links

24 GBE Switch with 4 10G SFP+ Up Links

Status '+ Systom Information

Save

If any unsaved change has been made to the configuration (by you during this or a prior session, or
by any other administrator using the web interface or the Command Line Interface), a Save icon
appears in the title line. To save the running configuration to the startup configuration:

1. Click on the Save link. The Message box appears.

2. Click on OK to save the running configuration to the startup configuration.

Logout

Disconnect your current session and need to enter the username/password to login again.

Reboot

Reboot the system and unsaved change in the configuration will be lost.

3.2 Login

This section provide instruction to login

Operation 1. Open Browser and enter default IP address http://192.168.1.1
2. Fill Username and Password.
3./ tA01 a&a[ hDLb¢

Field Descption

Username Login user name. The maximum length is 32.
Default: root

Password Login user password. The maximum length is 32.
Default: 2wsx#EDC

850G-12PI User Manual 13




Login

Usemname: | |

Fassword: | |

LOGIN

ltem Description
Login username. The maximum length is 32.
Username
Default: root
Login usepassword. The maximum length is 32.
Password
Default: 2wsx#EDC

3.3 Navigation

The main screen is divided into three parts as below.

@ - Title Bar - Navigation Panel ar@— Main Window.

The menu items are divided into main and sub menu to configure the settirygetrthe

status of connectivity on the navigation panel.

850G-12PI User Manual
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& PROSCENT ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

DOEQAD0K00:00
192.168.1.1
1680280 401 1200 164

©ay, 0 hr, 0 min and 57 sec
ime | 2000-01-01 00:00:57 UTC+B

21346351

Aug 132024 - 103703
101

Aug 132024 - 10:37:33

net| Disaoied

Dissbled

Enabied
HTTPS | Disaoiet
SNMP | Enabled

(1) : Title Bar

The title barprovides Save, Logout aneboot.

LQPROSCEND ndustrial 12-Port GbE Managed Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

ltem Description
All configuration should be saved in order to prevent reset after switch
save reboot.
Logout Logout from theswitch.
Reboot Reboot the system and unsaved change in the configuration will be lost

2) : Navigation PaneVlain Menu and Sub Menu

The menu items are divided into main and sub menu to configure the settings and get the
status of connectivity on the wégation panel.

850G-12PI User Manual 15



(3) : Main Window

Status
Metwork

Port

PoE

VLAN

MAC Address Table
Spanning Tree
Discovery
Multicast
Security

ACL

QoS

Diagnostics

Management

Thissectionshows the information or setting fields from main menu and sub menu.

Status ') System Information

-

p

10

]

12

— —
I— —

1

2 4 6 8

Model

System Uptime

Current Time

Loader Version

Loader Date

Firmware Version 1.0.1

Firmware Date

Telnet; Disabled
SSH: Disabled
HTTP; Enabled
HTTPS | Disabled
SNMP ; Enabled

| Consuming Pawer| 0

2.1.3.46351

850G-12PI
System Name | Switch
System Location | Default
System Contact; Default
MAC Address | 00:E0:4D:00:00:00
IPv4 Address | 192.168.1.1
IPvG Address

feB0::2e0:4dMfe00:0/54
0 day, 0 hr, 0 min and 57 sec
2000-01-01 00:00:57 UTC+8

Aug 13 2024 - 10:37:03

Aug 13 2024 - 10:37:33

850G-12PI User Manual

%
12:43:00

12:44:00 12:45:00 12:46:00 12:47:00

Time

100%
90%
20%
T0%
60%
50%
40%
30%
20%
10%

o

12:43:00

12:44:00 12:45:00

Time

12:46:00 12:47:00
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4 Status

4.1 System Information

This page displays detailed information of system, port status and CPU/Memory utilization.

€ PROSCENT industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot
tem Information

St

System Information
Logging Meszage

~ Pont
Link Aggragation
MAC Address Table

850G-12P1
Switch
Default
Detaut

0UED4D:00:00,00
192.188.1.1
1280 260:40fH1e00 0164

s
Diagnastics.
Managemant

os

0 day, O, 0 min 3na 57 s6c 124600 124500 124500
Ti

Current Tima | 2000-01-01 00:00.57 UTC+6 "=

Loader Version | 21.3.48351

Aug 132024 10.37.03
101

Aug 132024 - 103733

1’ Disabled

Disaaiea

P Enatied

Disatiled

Enabled

0%
124400 124500 124500
Time

3

4.2 Logging Messag

This page provides the system log for all events.

LA PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Status ') Logging Message

Status
System Information Logging Message Table
Logging Message
- Port Viewing
Link Aggregation
MAC Address Table Showing entries Showing 1to 4 of 4 entries Q|

Log ID | Time Severity Description
1 Jan 012000 00:04:50 notice New hitp connection for user root, source 192.168.1.10 ACCEFTED
2 Jan 01 2000 00:00:30 notice GigabitEthernets link up
3 Jan 012000 00:00:28 notice RESTART. System restarted - Warm Start
4 Jan 01 2000 00:00:27  notice Logging is enabled

PoE

VLAN

MAC Address Table
Spanning Tree
— (First| | Previous | [ [Next | Last
Multicast Clear ] [ Reifresh

Security

ACL

QoS

Diagnostics

Management

850G-12PI User Manual 17




4.3 Port

4.3.1 Statistics

This page displays statistics for GE/LI0GE/LAG ports.

L PROSCENT ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

) Port ') Statistics

System Information Tt
b ) Port GE1 =
Logging Message P —
~ Port @ Al
Statistics MIB Counter @] Interfa_ce
Error Disabled () Etherlike
Bandwidth Utilization i iiiieeeeen OJRMON
Link Aggregation () None
MAC Address Table Refresh R () 5sec
Network @ 10sec
30 sec
Port O

PoE
VLAN
MAC Address Table
S——— e —
Discovery g
Multicast 0
Security 0
ACL 0
QoS 0
Diagnosiics
Management L
0
0
0
ifings 0
0
'rfomemadcastpkts} 0
(Bhedike

dot3StatsAlignmentErrors

dot3StatsFCSErrors

dot3StatsSingleCollisionFrames

0
0
0
;BStﬂtEHuItipleCollisionFrames ]
0
0
0

dot3 StatsDeferred Transmissions ;

dot3 StatsLateCollisions |

dot3StatsExcessiveCollisions i

850G-12PI User Manual 18




L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Logout

Status
System Information
Logging Message
~ Port
Statistics
Error Disabled
Bandwidth Utilization
Link Aggregation
MAC Address Table
Network
Port

VLAN i
MAC Address Table '
Spanning Tree
Discovery
Multicast
Security

ACL

QoS

Diagnostics

Management

Status '} Port ') Statistics

PoE

Save

dot3StatsAlignmentErrors

dot3StatsFCSErrors

dot3StatsSingleCollisionFrames
ot3StatsMultipleCollisionFrames

0

0
10
]
1ot3 StatsDeferred Transmissions ]
’ dot3StatsLateCollisions | 0
0

0

0

1]

0

1]

dot3StatsExcessiveCollisions

dot3 StatsFrameToolLongs

dot3Stats SymbolErrors

dot3InPauseFrames

dot3OutPauseFrames

etherStatsJabbers |

etherStatsCollisions |

ethersStatsPkts64Octets
etherStatsPkis65t0127 Octets

I
'
|

4

etherStatsPkts128to2550ctets

I
a
I
'

etherStatsPkts256to5110ctets

Reboot

4.3.2 Error Disabled

This page

850G-12PI User Manual
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L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot
Status ') Port '} Error Disabled
Status
System Information Error Disabled Table
Logging Message
-~ Port Q
Statistics I
Error Disabled O | Port | Reason | Time Left (sec)
Bandwidth Utilization O GE1 — —
Link Aggregation ] GE2 . .
MAC Address Table O 63
Network
Port O &4 - -
PoE (J GE5 - -
VLAN [ GEs — —
MAC Address Table 0O oEr - -
Spanning Tree [J Ges - -
Discovery O oE9 - -
Multicast [J GE10  — -
Security O GEN = -
ACL [ GE12 — —
QoS O Lact = —
Diagnostics [ Lacz — —
Management [ LAG3 = =
] LAG4 — —
[ LAGS = =
] LAGS — —
] LAGT = =
] LAGS — —
[ Reifresh ] [ Recover ]

4.3.3 Bandwidth Utilizatio

This page displays bandwidth utilization for both transmitting and receiving.

&PROSCENT Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks
save Logout Reboot

Status ') Port '} Bandwidth Utilization

‘System Informanon Refresh Rate [5 | sec

Logging Message
- Port
Statistics.
fr—
Bandwidth Utilization
Link Agoregation

000Mops.

MAC Address Taole
Hetwork

Port

(3

VIAN

MAC Adaress Tabie
Spanning Troe
Discovery

850G-12PI User Manual 20



4.4 Link Aggregation

This page displays status of each Link Aggregation port.

LA PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Status ') Link Aggregation
Status

System Information Link Aggregation Table
Logging Message
« Port Q
Link Aggregation I |

MAC Address Table LAG | Name | Type I Link Status | Active Member | Inactive Member
Network LAG 1 -

Port LAG 2 —

PoE LAG 3 —_

VLAN LAG 4 -

MAC Address Table LAG 5 —

Spanning Tree LAG 6 .

Discovery LAGT .

Multicast LAG 8
Security
ACL
QoS

Diagnosiics
Management

4.5 MAC Address Table

This page displays all MAC addresses that through the Switch.

L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Status '} MAC Address Table

Status
System Information MAC Address Table
Logging Message
« Port Showing entries Showing 1 to 2 of 2 entries Q] |
Link Aggregation
MAC Address Table VLAN | MACAddress | Type | Port |

Network 1 00:E0:4D:00:00:00 Management CPU

Port 1 F4:28531057:A1  Dynamic GEG

e ( First | | Previous | [ | Next| [ Last
VLAN Clear | [ Refresh
MAC Address Table

Spanning Tree

Discovery
Multicast
Security
ACL

QoS
Diagnostics

Management

850G-12PI User Manual 21




5 Network

Thissection allows you to setup map settings, neighbor devices and topology map.

5.1 IPAddress

The switch needs an IP address for it to be managed over the network. The factory default IP
address is 192.168.1.124. This page allows to configure IP basic settings.

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

IP Address
System Time

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

QoS

Diagnostics
Management

Save Logout Reboot

Network ') IP Address

I-““““““““""““““I (@ Static
() Dynamic

|182.168.1.1

|255.255.255.0

|168.95.1.1

|
I
[192.158.1.254 |
I
I

|168.95.192.1

Auto Configuration | Enable

! [] Enable

IPv6 Address. |

O e |

192.168.1.1
| 192.168.1.254
fe80::2e0:4dff-fe00:0/64

fe80::2e0:4dff-fe00:0/64

ltem Description
IPv4 Address
Address Type Select the type of network connection.

Static Use static IPv4 address.

Dynamic Use DHCP provisioned IP address and Gateway if feas
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IP Address Fill in the IPv4 address.

Subnet Mask Fill in the IPv4 mek.

Default Gateway Fill in the IPv4 Gateway address.

DNS Server 1 Enter primary IPv4 DNS server address in this field.
DNS Server 2 Enter second IPv4 DNS server address in this field.

IPv6 Address

Auto Configuration The option to let switch automatadly configure IPv6 address.

DHCPvV6 Client Enable this feature if there is a DHCPv6 server on your network 1
assigning IPv6 Address, instead of using Router Advertisement.

IPv6 Address Fill in the IPv6 address

Prefix Length Specify the prefix lengthfahe IPv6 address.

IPv6 Gateway Fill in the IPv6 Gateway address.

DNS Server 1 Enter primary IPv6 DNS server address in this field.
DNS Server 2 Enter second IPv6 DNS server address in this field.

Operational Status

IPv4 Address Current IPv4 address.

IPv4 Default Gateway | Current IPv4 Default Gateway address.

IPv6 Address Current IPv6 address.
IPv6 Gateway Current IPv6 Gateway address.
Link Local Address Current Link Local address.

5.2 System Time

This page allows a user to specify where the timewofcd should be inquired from.
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Save Logout

IP Address
System Time

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

QoS

Diagnostics

Management

Network '} System Time

() SNTP
Source ! () From Computer
@ Manual Time

Time Zone UTC +3:00 +

Hostname
Pv4

Address Type :

Server Address |

Server Port| 123

- 65535, default 123)

Date | [2000-01-01 | rvy-mm-po

! @ MNone
() Recurring
Type; (C) Non-recurring
{0 USA
i () Europen
Offset |60 Min (1 - 1440, default 60)
! From Day Week Month Time |
Recurring
L To Day Week Month T|me|
From: | YYYY-MM-DD | HH:MM
Non-recurring
i CI YYYY-MM-DD | HH:MM

Network > IP Address
Item Description
Source SNTPClick it to get time and date from SNTP Server
From Computer Click it to get time and date from connected PC.
Manual Time Specify static time and date manually.
Tim Zme Specify the time zone of your area.
SNTP
Address Type Specify the address type of SNTP server.
Server Address Enter the SNTP server IP address or hostname.

Server Port

Specify the service port of SNTP server.
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Manual Time

Date

Enter the date.

Time

Enter the time.

Daylight Saving Time

Type

Select the type of daylight saving time.

None Disable daylight saving time.

Recurring Using recurring mode of daylight saving time.
Non-Recurring Using nofrecurring mode of daylight saving

time.

USA Using aylight saving time in the United States that starts
on the second Sunday of March and ends on the first Sunday of
November.

European Using daylight saving time in the Europe that starts

on the last Sunday.

Offset

Specify the adjust offset of daylightvéag time.

Recurring

From Specify the starting time of recurring daylight saving
time.

Tao Specify the ending time of recurring daylight saving time.

Non-recurring

From Specify the starting time of nerecurring daylight saving
time.

Ta: Specify the eding time of noarecurring daylight saving time.

Operational Status

Current Time

Display the current time and date of Switch.
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6 Port

Port Setting is used to configure settings for the switch ports, trunk, Layer 2 protocols and

other switch features.

6.1 Port Setting

Available settings are explained as follows.

€ PROSCENT industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Port ') Port Setting

Port Setting Table

ar——

[C[muwy[ Pon | type | Oescrpton | swte | Liksums |  Speea | Ouplex | Flowcomuol |

0O 1 GE1  1000M Copper Enabled Down Auto Auto Disabled

0 2 GEZ 10008 Copper Enabled  Down  Aulo Ao Disabled

(= 3 GE3  1000M Cooper Enabied  Down  Auto Aute Disabied

0 4 GE4  1000M Copper Enabled Down Auto Auto Disabled

[m] 5 GE5  1000M Copper Enabied Down Auto Auto Disabled

O & GES  1000M Copper Enabled  Down  Auto Auto Disabled

[w] 7 GET  1000M Copper Enabied Dawn At Auto Dizadlec

[m) & GEE  1000M Copper Enabied Up Auto (1000M)  Auto (Full)  Disabled (Disabled)

O o GES 10008 Fiber Enabled  Down  Auto Full Disabled

[m] 10 GED  1000M Fiber Enabied Dawn Auto Full Disabled

[m] 1 GET1  1000M Fiber Enabled Down Auto Full Disabled
Disgnostics O 12 GE12  1000M Fiber Enabled  Dawn  Auto Full Disabled
Management

T
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Edit Port Setting

. @ Auto 10M
5 Auto - 10M 100M
Speed | Auto - 100M 1000M

Auto - 1000M
Auto - 10MMA00KM

o (® Auto
Duplex Full
: Half

! Auto
Flow Control Enable
i (8 Disable

Item Description
Edit Edit specified port settings.
Port The port number that you are doing setting now.
Description Enter the description of this port.
State Click it to enable/disable the port.
Speed Specify the port speed, default is Auto. For SFP fiber module, \
might need to manually configure the speed to match fiber modt
speed.
Duplex Port duplex capabilities:

Auto: Auto duplex with all capabilities.
Full: Auto speed with 10/100/1000Mbility only.
Half. Auto speed with 10/100M ability only.

Flow Control Flow Control is used to regulate transmission of signals to match
bandwidth of the receiving port.

Click it to enable/disable Flow Control.

Apply Apply the settings to the switch

Close Close the setting page and back to previous page.
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6.2 Error Disabled

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Port Setting
Error Disabled
« Link Aggregation
EEE
Jumbo Frame

VLAN

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

QoS

Diagnostics

Management

Reboot

Save Logout

Port ') Error Disabled

| sec(30- 28400

| [poo

j ] Enable
. [C] Enable
- ] Enable
- [C] Enable
I ] Enable
| [ Enable
. [C] Enable
ity | ] Enable
[C] Enable
! [] Enable

Item

Description

Recovery Interval

The port being blocked will be able to receive and send traffic aft
the time period configured here.

BPDU Guard Recover the port being bleged by BPDU Guard after

the time set in Recovery Interval.
UDLD Check it to enable UniDirectional Link Detection (UDLD) function
Self Loop Recover the port being blocked by self loop Guard after the time

in Recovery Interval.

Broadcast Flood

Recove the port being blocked by broadcast flood after the time g
in Recovery Interval.

Unknown Multicast
Flood

Recover the port being blocked by unknown multicast flood after
time set in Recovery Interval.

Unicast Flood

Recover the port being blocked linicast flood after the time set in
Recovery Interval.

ACL Recover the port being blocked by ACL after the time set in Recq
Interval.
Port Security Recover the port being blocked by port security after the time set
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Recovery Interval.

DHCP Ratkimit Recover the port being blocked by DHCP rate limit after the time
in Recovery Interval.

ARP Rate Limit Recover the port being blocked by ARP rate limit after the time s
Recovery Interval.

Apply Apply the settings to the switch.

6.3 Link Aggregation

6.3.1 Group

Link Aggregation Group which groups some physical ports together to make a single
high-bandwidth data path. Thus, it can implement traffic load sharing among the member ports in
a group to enhance the connection reliability.

L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Port '} Link Aggregation '} Group

----------------------------------

|
. | (@ MAC Address
Load Balance Algorithm : ) IP-MAC Address

..................................

Port Setting
Error Disahled
» Link Aggregation
Group
Fort Setting Link Aggregation Table
LACP
EEE Q I
Jumbo Frame
PoE | LAG | Name | Type | Link Status | Active Member | Inactive Member |
VLAN O LAG1 =
MAC Address Table O Lag2 -
Spanning Tree O LAG3 =
Discovery O LAG4 -
Multicast ) LAGS —
Security O LAGE —
ACL O LAGT —
QoS ) LAGS —
Diagnostics
Management
Item Description

Load Balance Algorithm| Select Load balance algorithm.

MAC addressAggregated group will balance the traffic based on
different MAC addresses. Therefore, the packets from different M
addresses will be sent to different links.

IP-MAC AddressAggregatedyroup will balance the traffic
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based on MAC addresses and IP addresses. Therefore, the

packets from same MAC addresses but different IP addresses wi
sent to different links.

Apply

Apply the settings to the switch.

Edit

Edit the profile of Link Agggation group.

There are eight LAG profiles allowed to group different physical
ports. The system will assign certain port(s) as Active Member at
Standby Member according to the port selections.

Edit Link Aggregation Group

Awailable Port Selected Port

Member

(® Static
Active
Passive

GE1 ~

GE2 A
GE3

GE4

GES

GEG

GE7 W
GE& W

ltem

Description

LAG

The index number of LAG group.

Name

Enter the name of the current LAG group.

Type

Select the type for current LAG group.

Static The static aggregated port sends packets over
active member without detecting or negotiating with
remote aggregated port.

Active: The interface is in an activeegotiating state. LACP runs on
any link that is configured to be in the active state. The port in an
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active mode also automatically initiates negotiations with other
ports by initiating LACP packets.

Passive The interface is not in an active negotiatstgte. LACP runs
on any link that is configured in a passive mode. The port in a pa
mode responds to negotiations requests from other ports that are
an active mode. Ports in passive mode respond to LACP packets

Member Select the member of the crtent LAG group.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

6.3.2 Port Setting

This page defines port setting for each LAG profile (LAG1 to LAGS), including data speed and
enabling/disabling the flow comnal.
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Save Logout Reboot

Port ’) Link Aggregation ') Port Setting

Port Setting Table

Port Setting Q]
Error Dizabled — -
~ Link Aggregation | | LAG | Type | Description | State | Link Status | Speed | Duplex | Flow Control |
Group ] LAGH Enabled Down Auto Auto Disabled
Port Setting [0 LAG2 Enabled Down Auto Auto Disabled
LACP ] LAG3 Enabled Down Aute  Auto Disabled
[33= O LAGA4 Enabled Down Auto Auto Disabled
Jumbo Frame
PoE [ LAGS Enabled Down Auto Auto Disabled
VLAN [l LAGSE Enabled Down Auto Auto Disabled
MAC Address Table [ LAGT Enabled Down Auto Auto Disabled
Spanning Tree O LAGs Enabled Down Auto Auto Disabled
DRee
Multicast
Security
ACL
QoS
Diagnostics
Management
Iltem Description
Edit Edit the settings of LAG port.
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Port ') Link Aggregation ') Port Setting

Edit Port Setting

| @ Auto O 10M

PO Auto-10M ) 100M
Speed | () Auto- 100M ) 1000M

() Auto- 1000M

() Auto - 10MA00M

;O Auto
Flow Control | () Enable
. | @ Disable
pply || cClose |
ltem Description
Port The index number of current LAG port.
Description Enter the description of the current LAG port.
State Enable or disable the LAG port.
Speed Select the specifiedoged for LAG port.
Flow Control Select the mode of Flow Control for current LAG port.

Flow Control is used to regulate transmission of signals to match
bandwidth of the receiving port. The switch uses IEEE802.3x floy
control in full duplex mode and loipressure flow control in half
duplex mode. IEEE802.3x flow control is used in full duplex mod
send a pause signal to the sending port, causing it to temporarily
stop sending signals when the receiving port memory buffers fill.
Back Pressure flow canl is typically used in half duplex mode to
send a "collision” signal to the sending port (mimicking a state of
packet collision) causing the sending port to temporarily stop
sending signals and resend later.

Apply Apply the settings to the switch.

Clo® Close the setting page and back to previous page.
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6.3.3 LACP

This page allows the network administrator to change system priority of the LACP function.

AQPROSCEND Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Port ') Link Aggregation '} LACP

| (1- 65535, default 32768)

________________________

Port Settin
Error Disa::gled
«~ Link Aggregation
ST LACP Port Setting Table
Port Setting
LACP
EEE Q|
Jumbo Frame [ | Entry | Port | Port Priority | Timeout
PoE 0 1 GE1 1 Long
VLAN O 2 GE2 1 Long
MAC Address Table O 3 GE3 1 Long
Spanning Tree O 4 GE4 1 Long
Discovery 0 5 ces 1 Long
Multicast
— d 6 GE& 1 Long
oL O 7 GET 1 Long
s O 3 GEB 1 Leng
Diagnostics 0 9 cEs ! —
Management o 1o GE10 ! Long
] 1 GEMN 1 Long
] 12 GE12 1 Long
Item Description
System Priority The priority is used to determine which switch (local or remote) 0

the LAG connection is able to decide LACP activities.

Apply Apply the settings to the switch.

Edit Edit the settings of LACP port.
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Port ') Link Aggregation ') LACP

Edit LACP Port Setting

ltem Description

Port The index number of LACP port.

Port Priority Enter the priority number for the port.

Timeout Thetimeout option decides how local switch of LAG connection
determines connection to be lost. Switch would also notify the
remote switch about this setting value, so that remote switch can
send LACP PDU in correct timing.

Long LACP PDU will be sent eve@ysgconds. If port member is ng
seen over 90 seconds, it will cause port member timeout.

Short LACP PDU will be sent per second. If port member is not ¢
over 3 seconds, it will cause port member timeout.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

6.4 EEE

This page allows a user to enable or disable port EEE (Energy Efficient Ethernet) function.
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L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Port ') EEE

EEE Setting Table

Port Setting Q|
Error Disabled "

[ — [ | Entry | Port | state | Operational Status
EEE (] 1 GE1 Disabled Disabled
Jumbe Frame d 2 GE2 Disabled Disabled

PoE O 3 GE3 Disabled Disabled

VLAN O 4 GE4 Disabled Dizabled

MAC Address Table O 5 GE5 Disabled Disabled

Spanning Tree O 6 GE6 Disabled Disabled

Discovery O 7 GE7 Disabled Disabled

ST O 8 GES Disabled Disabled

Security

QoS
Diagnostics

Management

Edit EEE Setting

ltem Description

Edit Edit the settings of the EEE.

Port The index number of the port

State Enableor disable the EEE function of the port.
Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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6.5 Jumbo Frame

This page allows a user to configure switch port jumbo frame settings.

L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Port '} Jumbo Frame

| Enable
Jumbo Frame |

Port Setting [1522 | Byte (1518 - 10000, defautt 1522)
Error Disabled e
« Link Aggregation
EEE
Jumbo Frame

PoE

VLAN

MAC Address Table
Spanning Tree

Discovery
Multicast
Security
ACL

QoS
Diagnostics
Management

ltem Description
Jumbo Frara Enable or disable the Jumbo Frame setting.
Apply Apply the settings to the switch.
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7 PoE

This section allows you to set@obal PoE Setting, Power Show, Power Passive PD Alivea@teck

Time Range

7.1 Global Setting

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

PoE ') Global Setting

Save Logout Reboot

Global Setting
Power Show
Power Passive
PD Alive Check
Time Range
VLAN
MAC Address fable PoE Schedule Table
Spanning Tree
Discovery Q
Multicast
Securty () | index | Name | PortList | Schedule Status
ACL O 1 None Disable
QoS (] 2 Mone Disable
Diagnostics ] 3 MNone Disable
Management ] 4 HNone Disable
O 5 Mone Disable
O 6 Mone Disable
O 7 HMone Disable
O & Mone Disable
O 9 None Disable
O 10 Mone Disable
O 11 Hone Disable
O 12 MNone Disable
O 13  None Disable
O 14 None Disable
O 15  Mone Disable
O 16 MNonz Disable
O 17 Hone Disable
O 1&  MNone Disable
O 19 MNaone Disable
O 20 Mone Disable
] 21 None Disable
(] 22 None Disable
O 23 HNone Disable
0 24 Mone Disable
Item Description

Nominal Power

TotalPoE power budget of the device can be configure(
Max Power Limit Range is 240 (W).

Gonsuming Power

Displays the total consuming power for all the PDs.

Remaining Power

Displays thd&Remainingpower for all the PDs.
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Shedule Status

Enable/Disable schedustatus

PoE Schedule Edit

-----------------------

[ q
Schedule Status
frmems - q

=

Name |
!

Enable

2 4 G &
1 3 = 7

il cnaoe (il Disable Bl Port o Select

B Port Select

_______________________

ltem

Description

Index

Index of PoE schedule table.

Shedule Status

Enable/Disable schedule status.

Name Name of schedule status name.

Port List Port list for selecting porenable and disablschedule.
Apply Apply the settings to the swah.

Close Close the setting page and back to previous page.

7.2 Power Show

This page displayke
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L PROSCEND industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

PoE ') Power Show

Save

Logout

Reboot

Global Setting
Power Show
Power Passive
PD Alive Check
Time Range
VLAN
MAC Address Table
Spanning Tree
Discovery
Multicast

Security
ACL

QoS
Diagnostics

Management

(iln cravie (illg Disavie

il Disabled

Enabled

Apply

7.3 Power Passive

This page displaybke currentpassive status of all ports and allow user to configure passive
PoE(30Wjnode ofselected port

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Global Setting

Power Show

Power Passive

PD Alive Check
Time Range

VLAN

MAC Address Table

Spanning Tree

Discovery

Multicast

Security
ACL

QoS
Diagnostics
Management

PoE ') Power Passive

Save

Logout

il eravie gill Disavie

il Disabled

Enabled

...........................

Apply

Reboot

7.4 PD Alive Check

This page allows a user to enable or disable p@rtAlive Chedkinction.L F
enabled, the Switch will send keeglive probe packet every interval time. If the host cannot
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respond when the keep-live probe packet count is over the retry times, the Switch performs the
action,PD Rboot/Reboot&Aarm/Alarmii 2 G KS t 23 SNJ 5S3A 0SS RSLISYRA
configuration.

QPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot
PoE ') PD Alive Check

Status
Matwork
Port

PD Alive Check Table

o oY —
oo s O T m | p ode | ping PD 1P Address —m= Retry Count Action Reboot Time Connect Satum T
PD Alive Check Table
o Port List| GET
[TETTEEPEEEET PP PR 4
E Status | | | Enable
prsmsmssmsamemsssssmaaa 4
| ping PD IP Address | [0.0.0.0 |
pusmsmsamssmsansmmanan. 1
; Interval Time | [30 | Sec(10-300, default 3¢
e i
; Retry Count | 2 | (1-5, default 2
[ 1
| Action ;
pusmsmsamssmsansmmanan. 1
Reboot Time | (50 | Sec (30- 180, default 9
| apoy || ciose |
Item Description
Edit Edit the settings of th&®D Alive Check
PortList The index nmber of the port
State Enables/Disables the PD Alive Check.

ping PD IP Address

Specifies the Host IP address which connects to the port.

Interval Time

The interval to send the packet probes to check if the host is still
alive.

Retry Count

The retry tmes when no response from the host for thkeep-a-live
probe packet

Action

The action to the Power Device when the system detects that the

Power Device cannot respond theep-a-live probe packet
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PD Reboot: Cut off the power of the PoE port, make PDated.
Reboot&Aarm: Send an alarm message to inform the administrat
and then reboot the PD.

Alarm: Just send an alarm message to inform the administrator.

None: Keep Ping the remote PD but does nothing further.

Reboot Time Reboot after retries timeout
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

7.5 Time Range

This page allow a user to add schedule status.

L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

PoE ') Time Range

Time Range

Global Setting Q |

Power Show
Power Pazcive [l | Range Name | Days | Start Time | End Time |

PD Alive Check 0 results found.
Time Range

[ add || Edt ][ Deete |

MAC Address Table
Spanning Tree
Discovery

Multicast

Security
ACL

QoS
Diagnostics
Management

Time Range Add

-------------------

Range Name : |Name_DefauIt |

1
1
Py |
i
i
e

! [Mon [JTue [ Wed [ [Thu [JFri [JSat []Sun
Date ! Fromo1:00 | tof23:00

|
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Item Description

Range Name Name of range.

Date Week:Enables/Disables the PD Alive Check.

Time:User can configure the POE Schedule time from O to 24 Hr

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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8 VLAN

This section allows for controlling VLAN configuration on the switch

8.1 VLAN

8.1.1 Create VLAN

This page allows to add, edit or delete VLAN settings.

L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GBE SFP+ Uplinks

Save Logout Reboot

VLAN ') VLAN ') Create VLAN

Status
Lol I 1 Available VLAN
Fot ! WAz N WLAN 1 -
FrE U lvean s
VLAN ! ||VLAN 4
v L e
Create VLAN ! ' VLAN T
VLAN Configuration 1 1|WLAN B
Membership Pluang  ~ -
Port Setting ~ LLzotmoeeet
» Woice WVLAN
« Protocol VLAN
+ MAC VLAN
v Surveillance VLAN VLAN Table
+ GVAP
MAC Address Table Showing enfries Showing 1 to 1 of 1 entries Q |:|

Spanning Tree
Discovery
Multicast
Security | First | | Previous | [ 1| Mext | | Last|
raL [ Edt || Deste |

[ | vLaN | Name | Type |
1 default  Default

CosS
Diagnostics

Management

Item Description

VLAN Select available VLAN ID and move to created VLAN for creating
VLAN settings.

Apply Apply the settings to the switch.

Edit Edit selected VLAN ID.

Delete Delete selected VIMID.
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VLAN ') VLAN ) Create VLAN

Edit VLAN Name

ltem Description

Name Modify the name of the specified VLAN ID.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

8.1.2 VLAN Configuration

This page allows to configure interface setting related to VLAN

A PROSCEND Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN ') VLAN '} VLAN Configuration
Status

Network VLAN Configuration Table
Port

- VLAN
VLAN Q[ ]
~ VLAN Entry | Port | Mode | Membership | pviD |
CreatcVLAN N 1 GE1  Trunk Excluded ) Forbidden  Tagged (@ Untagged
;;’;;;::ﬂumm 2 GE2  Trunk Excluded O Forbidden  Tagged ® Untagged
Port Satting 3 GE3  Trunk Excluded O Forbidden Tagged ® Untagged
¥ Voice VLAN 4 GE4  Trunk Excluded O Forbidden Tagged @Untagged
« Protocol VLAN 5 GE5  Trunk Excluded (O Forbidden ' Tagged @ Untagged
: :::e‘irl';:lvm” 6 GE6 Trunk Excluded (O Forbidden  Tagged @ Untagged
p—— 7 GE7T  Trunk Excluded O Forbidden Tagged ® Untagged
MAC Address Table 8 GEB  Trunk Excluded O Forbidden Tagged ® Untagged
ForiT e 9 GE®  Trunk Excluded O Forbidden  Tagoed @ Untagged
T 10 GE10  Trunk Excluded (O Forbidden  Tagged @ Untagged
Multicast 11 GE11  Trunk Evciuded O Forbidden Tagged @Untagged
Security 12 GE12 Trunk Excluded O Forbidden Tagged ® Untagged
ACL 13 LAG1 Trunk Excluded O Forbidden Tagged ® Untagged
QoS 14 LAB2 Trunk Excluded (O Forbidden  Tagged (® Untagged
Diagnosics 15 LAG3 Trunk Excluded O Forbidden '~ Tagged ® Untagged
Management 16 LAG4 Trunk Eccluded O Forbidden Tagged @Untagged
17 LAGS Trunk Excluded O Forbidden Tagged ® Untagged
18 LAGE Trunk Excluded O Forbidden  Tagged @ Untagged
19 LAGT Trunk Excluded O Forbidden '~ Tagged ® Untagged
20 LAGE Trunk Excluded (O Forbidden ~ Tagged @ Untagged
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Item Description

VLAN Configure the VLAN settings of selected VLAN ID.

Membership Excluded Specify the VLAN profile excluded in the VLAN.
Forbidden Specify the VLAN profile forbidden in the VLAN.
Tagged Specify the VLAN profile tagged in the VLAN.
Untagged Specify the VLAN profile untagged in the VLAN.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged f
received on a port so that the frames are forwarded to the VLAN
group that the tag defines.

Apply Apply the settings to tl switch.

8.1.3 Membership

This page allows to configure the settings of membership on each port.
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Save Logout Reboot

VLAN ') VLAN ') Membership

Membership Table

a[ ]
- | Entry | Port | Mode | Administrative VLAN | Operational VLAN
=
Crmate VLAN 0 1 GE1 Tunk 1UP 1P
VLAN Configuration O 2 GE2 Tnnk  AUP 1up
Membership 0 3 GE3  Tunk 1UP 1P
Part Sefting O 4 GE4 Tumk 1UP 1uP
v Voice VLAN 0 5 GES Tunk 1UP 1UP
« Protocol VLAN .
© MACVLAN ) 6 GE6 Tunk 1UP 1UP
« Surveillance VLAN O v Ex  wmiz 4P G
v GVRP 0 8 GE8 Tunk 1UP 1P
MAC Address Table 0 9 GES Tumk 1UP 1UP
Spanning Tree O 10 GE10 Trunk 1UP 1UP
Discovery O M GEM Tumk 1UP 1UP
Multicast O 12 GE12 Tunk 1UP 1UP
TEELL ) 13 LAGT Tumk 1UP 1UP
REL O 14 LAG2 Tumk 1UP 1P
QoS O 15 LAGS Tumk 1UP 1P
Diagnostics O 16 LAG4 Tk 1UP 1P
L FTELT O 17 LAGS Tunk 1UP 1P
O 18 LAGE Tunk 1UP 1UP
O 19 LAGT Tunk 1UP 1P
O 20 LAGE Tumk 1UP 1P

850G-12PI User Manual 45



VLAN '} VLAN ') Membership

Edit Port Setting

. poni ce2
oo, Moe | Tk
2 A 1UP A
Membership;
() Forbidden
| @ Tagged
() Untagged
Apply H Close ]
Item Description
Edit Edit the settings of the selected port.
Port The index number of the selected port.
Mode The mode of the selected port.
Membership Forbidden Specify the VLAN profile forbidden in the VLAN.

Excluded Specify the VLAN profile excluded in the VLAN.
Tagged Specify the VLAN profile tagged in the VLAN.
Untagged Specify the VLAN profile untagged in the VLAN.

PVID A PVID (Port VLAN IDaitag that adds to incoming untagged fram
received on a port so that the frames are forwarded to the VLAN
group that the tag defines.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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8.1.4 Port Setting

This @ge allows to configure more port settings of the VLAN.

LA PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GBE SFP+ Uplinks

Save Logout Reboot
VLAN ') VLAN ') Port Setting

Port Setting Table

Q]

(| Entry | Port | Mode | PVID | Accept Frame Type | Ingress Filtering | Uplink | TPID |
- “"‘C‘:‘:m AN 0 1 GE1  Trunk 1 Al Enabled Disabled 0x8100
-}
T 0 2 GEZ Tnnk 1Al Enabled Disabled  0x3100
Membership O 3 GE3  Trunk 1 Al Enabled Disabled 0x3100
Port Setting O 4 GE4 Trunk 1Al Enabled Disabled  0x8100
SO 0 5 GE5 Trunk 1Al Enabled Disabled  0x3100
+ Protocol VLAN ~
v MAC VLA O 6 GE&  Trunk 1 Al Enabled Disabled  0x&100
> SRR 0 7 GET  Trnk 1Al Enabled Disabled  0x8100
« GVRP g & GES Trunk 1Al Enabled Disabled  0x8100
MAC Address Table O 9 GEZ Trnk 1Al Enabled Disabled  0x3100
Spanning Tree [ 10 GE10 Trunk 1Al Enabled Disabled  0x8100
Discovery O 1 GEM Tnnk 1 Al Enabled Disabled  0x3100
Multicast ] 12 GE12  Trunk 1Al Enatled Disabled  0x3100
TEE 0O 13 LAG1 Trunk 1Al Enabled Disabled  0x3100
Bk [ 14 LaG2 Trunk 1A Enabled Disabled  0x8100
s [ 15 LAG3 Trunk 1Al Enabled Disabled  0x3100
Diagnosti
R O 16 LAG4 Trunk 1Al Enabled Disabled  0x8100
Management -
[ 17 LAGS Trunk 1Al Enabled Disabled  0x3100
O] 18 LAGE Trunk 1Al Enabled Disabled  0x3100
[ 19 LAGT Trunk 1 Al Enabled Disabled  0x8100
[ 20 LAGE Trunk 1Al Enabled Disabled  0x3100
Edit Port Setting
———————————————————
1 ]
! Port: GE1
| —————|
1 Iy .
: O Hybrid
i . | [ Access
! ode |
{ | @ Trunk
1 ([—
i v 0 Tunnel
| —————r |
] ]
i PVID | |1 (1 - 4094)
1 1
r------------------------1 i
i ] All
] ]
1 Accept Frame Type | Tag Only
] ]
! ] Untag Only
| —————r |
1 . - 1
! Ingre=s Filtering ! Enable
S |
i S
; Uplink | [_| Enable
S —————— |
i 1
! TRID :
b ]
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Item Description

Edit Edit the settings of the selected port.

Port The index number of the selected port.

Mode Select the VLAN mode of the port.
Hybrid: Support all functions as defined inEEHD2.1Q specification
AccessAccept only untagged frames and join an untagged VLAN.
Trunk:An untagged member of one VLAN at most, and is a tagged member o
zero or more VLANS.
Tunnel:Accept packets with tag stacking (double tagging) by following the
802.1Qin-Q tunneling.

PVID A PVID (Port VLAN ID) is a tag that adds to incoming untagged f

received on a port so that the frames are forwarded to the VLAN
group that the tag defines.

For port under Access Mode, VLAN ID provided as PVID would
automatically be selected as the untagged VLAN.

Accept Frame Type

7 A

Specify the acceptabligame-i @ LIS 2 F (K
only available with Hybrid mode.

aLiSoi

All: Accept frames regardless it's tagged with 802.1q or not.
Tag Only Accept frames only witB02.1q tagged.

Untag Only Accept frames untagged.

Ingress Filtering

Enable or disable the Ingress Filtering function.

Enable the ingress filtering to filter out any packets not belong to
VLAN members of this port. It is enabled automatically while
operating in Access and Trunk mode.

Uplink Configure the selected port as the role of trunk. It can recognize
double tagging on the interface.

TPID Specify the TPID of the port.

Apply Apply the settings to the switch.

Close Close the setting page and lkaio previous page.
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8.2 Voice VLAN

With such feature, a VLAN will be created temporarily and when the specified OUI device delivers
LINRPG202f LI O1SéGa NBfFGISR (2 azx2Ltéx GKS {6A0G0O
with specifiedpriority tag to speed up the packet transmission. Such voice VLAN is only active

inside VigorSwitch for packet transmission. After these packets leave VigorSwitch, the Voice VLAN
tag will be removed immediately.

8.2.1 Property

This page allows to configure global and peerface setting of voice VLAN.

A PROSCEND Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN ') Voice VLAN ') Property

" state] [] Enable
VLAN |

S it

! CoS/802.1p| (] Enable

v il

ki i MU Min (30 - 65536, default 1440
Prgperty l . Tlmei MNote: Aging Time = Port Aging Time + OUI Aging Time(30 mins)
Voice OUI b

¥ Protocol VLAN

v MAG VLAN

~ Surveillance VLAN

v

SV Port Setting Table
MAG Address Table

SRS Q]
Discovery
Mulicast ) | Entry | Port | state | mode | @os Policy
pm— GE1 Disabled  Auto  Voice Packet
ACL GE2 Disabled  Auto  Voice Packet
QoS GE3 Disabled Auto  Voice Packet
GE4 Disabled  Auto  Voice Packet
GES Disabled Auto  Voice Packet
GEG Disabled Auto  Voice Packet
GE7 Disabled  Auto  Voice Packet
GES Disabled  Auto  Voice Packet
GES Disabled  Auto  Voice Packet
GE10 Disabled Auwto  Voice Packet
GE11 Disabled Awto  Voice Packet
GE12 Disabled Auwto Voice Packet
LAGT Disabled Auto  Voice Packet
LAGZ Disabled Auwto Voice Packet
LAG3 Disabled Auwto  Voice Packet
LAG4  Disabled Auto  Voice Packet
LAGS Disabled Auwto Voice Packet
LAGSE Disabled Awlo  Voice Packet
LAGT Disabled Awto  Voice Packet
LAGS Disabled Auwto Voice Packet

Diagnostics

Management

W s @ W B W =

- =
= o=

o e s s ek
Woe - @ W e W

J00000O0oo0o00googoooo
=

5]
=

ltem Description

State Enable or disable the Voice VLAN function.
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VLAN Select the VLAN ID which will be applied for Voice VLAN.
CoS/802.1p Enable or disable 802.1p remarking. If enabled, qualified paciit
) be remarked by specified value.

Remarking

Port Aging Time Enter the value of aging time (30~65536 min).
Default is 1440 minutes. A voice VLAN entry will be age out aftel
time if without any packet pass through.

Apply Apply the settings to the switch.

Edit Edit the settings of the selected port.

8.2.2 Voice OUI
This page allows to add, edit or delete OUI MAC addresses. Default had&fipesl

OuUl MAC.

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN '} Voice VLAN ') Voice OUI

Status
Metwork
Port
PoE

Voice OUI Table

Showing entries Showing 11to § of 8 entries Q I:I

VLAN
)| our | Description
v VLAN
00ED:BE  3COM
~ Voice VLAN o )
Property [ 00:03:86B Cisco
Voice OUI ] O0:E0:TS  Veritel
v Protocol VLAN ] O00DOE  Fingtel
¥ LLAEVAL [ O00:01E3  Siemens
+ Surveillance VLAN .
- VAP [] 00:60:B9 NEC/Philips
MAC Address Table [ 00:0FE2  H3C
Spanning Tree ] 00:09:6E Avaya

Discovery [ add ][ Edit ][ Delets | First | | Previous | 1] | Next | | Last|
Multicast

Security
ACL

QoS
Diagnostics

Management
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VLAN ') Voice VLAN ') Voice OUI

Add Voice OUI

MOTE:16 maximum user defined OUI allowed.

bony ) [_Ciose
ltem Description
Add Add a new OUI entry.
Edit Edit the existing OUI entry.
Delete Delete the exgting OUI entry.
Oul Type OUI address.
Description Enter a description of the specified MAC address to the voice VL
OUl table.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

8.3 Protocol VLAN

The Switchoffers protocol VLANs which allows Network Administrator to filter out untadggetic
of certain protocol and then assign them a specific VLAN ID.

8.3.1 Protocol Group

Up to eight protocol groups can be defined, each of them can have a unique filteringacsitieh as frame type and
protocol value.
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A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN ') Protocol VLAN ') Protocol Group

Protocol Group Table

Showing entries Showing 0 to 0 of D entries Q :l

D| Group ID | Frame Type | Protocol Value |

» WLAN
« Woice VLAN
» Protocol VLAN [

0 resulis found.
] | First | | Previous | [1| | Mext | | Last |

add || Edt || Deete

Protocol Group
Group Binding
v MAC VLAN
~ Surveillance VLAN
v GVRP
MAC Address Table
Spanning Tree
Discovery
Multicast

Security
ACL

Cos
Diagnostics

Management

VLAN ') Protocol VLAN '} Protocol Group

Add Protocol Group

Protocol Value 0x| (0x600 ~ OxFFFE)

Item Description

Add Add a new Protocol VLAN entry.

Edit Edit the existing Protocol VLAN entry.

Delete Delete the existing Protocol VLAN entry.

Group ID It is a number for identification while bounding witH_AN/Port.

Frame Type Use the dropdown list to specify the frame type which you would
like to filter.
Ethernet_It Packet will be mapped based on Ethernet version 2.
IEEE802.3_LLC_Oth&acket will be mapped based on 802.3
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packet with LLC other header.

RFC_1042Packet will be mapped based on RFC 1042.

Protocol Value Input a value (ranging from 0x600 ~OxFFFE). Packets match with
value will be classified into this group.

Apply Apply the settings to the switch.

Close Close the setting page and lkaio previous page.

8.3.2 Group Binding

This page is for setting up the ports and protocol group that we would like to filter, and the

VLAN ID we would like to assign.

A PROSCENT Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN '} Protocol VLAN ') Group Binding

Group Binding Table

Showing entries Showing 0 to 0 of 0 entries Q |:|

| port | GroupiD | viaN |

* VLAN
~ Woice VLAM

«  Protocol VLAN [ Add ][ Edit ][ Delete et (SRR e (TSR [Edet

0 results found.

| First | | Previous | 1 | Next | | Last |

Protocol Group
Group Binding
» MAC VLAN
« Surveillance VLAN
+ GVRP

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

oS

Diagnostics

Management
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VLAN ') Protocol VLAN ') Group Binding

Add Group Binding

Available Port Selected Port

W W

vl [ - 4004
ony ) [_Ciose ]
ltem Description
Add Add a new entry.
Edit Edit the VLAN number of existing entry.
Delete Delete the existing entry.
Port Select one or more ports for applying protodmised VLAN. Note

that protocotbased VLAN can only be applied to the ports of whig
LYGSNFIFOS +[!'b a2RS Aa asSi G2

Group 1D Select the protocol group defined Rrotocol Group setup.
VLAN Enter the VLAN number.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

8.4 MAC VLAN

The MAC VLAN allows you to statically assign a VLAN ID to a host with specific MAC address(es).
TheSwitchallows you configure multiple groups with configured MAC address and mask to be
active on ports and to be bound with VLAN ID.

8.4.1 MAC Group
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This page allows to define groups with specific MAC addresses for later binding with VLAN and
Port.

A PROSCEND Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Lagout Reboot

VLAN ') MAC VLAN '} MAC Group

MAC Group Table

Showing entries Shewing 0 to 0 of 0 entries Q |:|

1| Group ID | MAC Address | Mask |

VLAN
Voice VLAN
Protocol VLAN [

0 results found.

I

s |[_eat_ ][ oo ] | First| | Previous | (1] | Mext | | Last|

MAC VLAN
MAC Group
Group Binding
« Surveilance VLAN
» GVRP

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

GoS

Diagnostics
Management

VLAN ') MAC VLAN '} MAC Group

Add MAC Group

GroupID | | (1-2147483647)

| MAC Address | |

_ Mask [ (9-48)

Apply H Close l

ltem Description

Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the existing entry.

Group ID It is a number for identification later, while chosen to be bound w
VLAN/Port.

MAC Address Enter the MAC address you wish to be classifietthis group.
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Mask The mask is the length of matching prefix you wish to have on M
address.

For example, configure mask in 10. It means a host with beginnir
the 10digit of MAC address will be checked, and classified into tk
group if matched.

Appy Apply the settings to the switch.

Close Close the setting page and back to previous page.

8.4.2 Group Binding

This page allows to bind the group of specified MAC addresses with VLAN and Port.

A PROSCEND Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN ') MAC VLAN ') Group Binding

Group Binding Table

Showing entries Showing 0 to 0 of 0 entries Q |:|

| Port | GroupiD | viLan |

VLAN
Voice VLAN
Protocal VLAN [

0 resulis found.

| First | | Previous | | 1 | Mext | | Last|
|| Dekete —J L L

add [ Edi

MAC VLAN
MAC Group
Group Binding
« Surveillance VLAN
» GVRP

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

CoS

Diagnostics

Management
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VLAN ') MAC VLAN '} Group Binding

Add Group Binding

Available Port Selected Port

W W

v [ - 40es
ony ) [_Ciose ]

ltem Description

Add Add a new entry.

Edit Edit the exighg entry.

Delete Delete the existing entry.

Port Select the ports you wish to be bound with specified MAC addres
group.

Group ID Choose the group ID you have created in section MAC \ZLAMC
Group.

VLAN Enter the VLAN ID that you wish to be bourithw

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

8.5 Surveillance VLAN

Surveillance VLAN can be configured for $watchto identify the packets coming from an IP
camera automatically and assign thoseffics to a specific VLAN ID and CoS/B802.1p value, this
helps you to prioritize those traffics and improve video quality.

8.5.1 Property

850G-12PI User Manual 57



This page is for setting up the VLAN to which the video traffic should be assigned and to enable/disable Surveillance
VLAN oreach port.

APROSCENT indus GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN '} Surveillance VLAN ') Property

- | [C] Enable
VLAN |
i

Cos/802.1p| ) Enable
Remarking |

sommm oo mm e ]

5 o (1440 Min (30 - 65536, default 1440)
Protocal VLAN Port Aging Time | — A e P
| Mote: Aging Time = Port Aging Time + OUI Aging Time(30 mins)
+ MAC VLAN (R,

# Surveillance VLAN
Property
Surveillance OUI
v+ GVRP
MAC Address Table

e e Q[ ]
Discovery
Mulicast )| Entry | Port | state | Mode | @os Policy
Security GE1 Disabled  Auto  Video Packet
ACL GE2 Disabled  Auto  Video Packet
oS GE3 Disabled  Auto  Video Packet
GE4 Disabled  Auto  Video Packet
GES Disabled  Auto  Video Packet
GE6 Disabled  Auto  Video Packet
GE7 Disabled  Auto  Video Packet
GE& Disabled  Auto  Video Packet
GE9 Disabled Auto  Video Packet
GE10 Disabled Auto  Video Packet
GE11 Disabled Auto Video Packet
GE12 Disabled Auto  Video Packet
LAG1 Disabled Auto Video Packet
LAG2 Disabled  Auto  Video Packet
LAG3 Disabled Auto  Video Packet
LAG4 Disabled  Auto  Video Packet
LAGS Disabled Auto  Video Packet
LAGE Disabled Auto Video Packet
LAGT Disabled Auto  Video Packet
LAGS Disabled Auto Video Packet

v VLAN

Port Setting Table

Diagnostics

Management

=T - R R - I L = I

-
=

[ R S ey
=T T= T =" R = PR T R U ]

00000000 OoOOo0oO0oO0oooooao

850G-12PI User Manual 58



VLAN '} Surveillance VLAN ') Property

Edit Port Setting

Mode |

QoS Policy :

(® Auto
) Wanual

(®) video Packet

O Al

Item

Description

State

Enable or disable the port settings for this function.

VLAN

Choose a VLAN profile (created in VIG\NCreate VLAN) as
Surveillance VLAN.

CoS /802.1p

Remarking

Specify the CoS/B802.1p number you wish ingress pabletagged
with, so that QoS can prioritize it correctly. If enabled, the qualifig
packets will be remarked by this value.

Port Aging Time

Default is 1440. VLAN entry will be aged out after this time if no
packet passes through.

Apply Apply the settings$o the switch.
Edit Edit the existing entry.
Port The index number of selected port.
State Enable or disable surveillance VLAN function of the port.
Mode Select surveillance VLAN mode of the port.
Auto: Surveillance VLAN auto detect packets that m&¢H table and add
received port into surveillance VLAN ID tagged member.
Manual: User need add interface to VLAN ID tagged member manually.
QoS Policy Select QoS Policy mode of the port.

Video PacketQoS attributes are applied to packets with OUI in th
source MAC address.

All: QoS attributes are applied to packets that are classified to thg¢
Surveillance VLAN.
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Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

8.5.2 Surveillance OUI

Filtering Surveillance traff is based on the OUI of the IP cameras. Users can add, edit, and delete
QUI on this page.

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN ') Surveillance VLAN '} Surveillance OUI

Surveillance OUI Table

Showing entries Showing 0 to 0 of 0 entries Q I:I

[ | out | Description |

VLAN
Voice WLAN

0 resulis found.

][ First | | Previous | 1] | Mext | | Last

¥4 o£ 4 <

Protocol VLAM [ Add ][ Edit Delete
MAC VLAN
Surveillance VLAN
Property
Surveillance OUI
» GVRP
MAC Address Table
Spanning Tree
Discovery
Multicast
Security
ACL
oS
Diagnostics
Management
Item Description
Add Add a new entry.
Edit Edit the existing entry.
Delete Delete the existing entry.
oul Enter OUI MAC address of monitored IP cameraylt@ai o6 S

edited in edit dialog.

Description Enter a description of the specified MAC address to the

surveillance VLAN OUI table.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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8.6 GVRP

8.6.1 Property

This page allws to enable or disable the GVRP function.

APROSCEND

Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

VLAM
Voice VLAN
Protocal VLAM
MAC VLAN
Surveillance VLAN
GVRP
Property
Membership
Stafistics
MAC Address Table
Spanning Tree
Discovery
Multicast
Security
ACL
QoS

A I B

Diagnostics

Management

VLAN ') GVRP ') Property

Port Setting Table

Q]

) | Entry | Port | State | VLAN Creation | Registration
O 1 GE1 Disabled Enabled Mormial
() 2 GE2 Dizabled Enabled Mormal
O 3 GE3  Disabled Enabled Hormal
() 4 GE4 Disabled Enabled Mormial
O 5 GES Disabled Enabled Mormal
O 6 GEB Disabled Enabled Mormial
() 7 GET Disabled Enabled Mormial
O & GE3  Disabled Enabled Hormal
() 9 GES Disabled Enabled Mormal
() 10 GE10 Disabled Enabled Mormal
O 11 GEM! Disabled Enabled Mormal
() 12 GE12 Disabled Enabled Mormial
() 13 LAG1 Disabled Enabled Mormial
O 14 LAG2Z Disabled Enabled Hormal
O 15 LAG3 Disabled Enabled Mormial
O 16 LAG4 Disabled Enabled Mormal
O 17 LAGS Disabled Enabled Hormal
() 18 LAGE Disabled Enabled Mormial
O 19 LAGT Disabled Enabled Mormal
O 20 LAGE Disabled Enabled Hormal

Item

Description

State

Enable or disable the GVRP setting for such VLAN.

Operational Timeout

Display the current time status for GVRP.

Apply

Apply the settings to the switch.

Edit

Edit the existing entry.
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LAN ') GVRP ') Property

Edit Port Setting

Port_‘ GE23
(7] Enable
Enable
| @ Normal
Registration | () Fixed
(O Forbidden
[ Apply ‘ [ Close ‘
Item Description
Port The index number of selected port.
State Enable or disable the port settings for such VLAN.
VLAN Creation Select Enable or disable.
Registration Normal: Default setting. All packets can pass through the select

port.

Fixed The selected port only sends static VLAN information to
neighboring device and allows static VLAN packet to pass throu

Forbidden The selected port only allows default VLAN packet {

pass through.
Apply Apply the settings to the switch.
Close Close thesetting page and back to previous page.

8.6.2 Membership

This page displays information about membership of GVRP.
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A PROSCENT ndustrial 12-Port GbE Managed PoE Switch with 4 GBE SFP+ Uplinks

Save Logout Reboot

VLAN ') GVRP ') Membership

Status
Metwork
Port

PoE Showing entries Showing 0 to 0 of 0 entries Q |:|
VLAN
VLAN | Member | Dynamic Member | Type |
VLAN
K 0 resulis found.

Voice VLAN

Protocol VLAM

MAC VLAM

Surveillance VLAN
GVRP

Property
Membership
Stafistics

MAG Address Table

Spanning Tree

Discovery

Multicast

Security

ACL

QoS

Membership Table

[First] | Previous | [ 1) | Next| | Last)

¥4 % € £ %

Diagnostics

Management
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8.6.3 Statistics

This page displays detailed statistics of each port.

A PROSCEND Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

VLAN '} GVRP ') Statistics

:

@ Al
) Receive
() Transmit
v VLAN 1 () Emor
+ \Woice VLAN ! () Mone
+ Protocol VLAN | () Ssec
» MAC VLAN | @ 10sec
» Surveillance VLAN ! (D 30sec
~ GVRP
Property
Membership
e [Receive

MAC Address Table
Spanning Tree
Discovery

Multicast

Security

ACL

G5

Diagnostics

Management

10
4

Invalid Event |

(=T =R~ R = ]
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9 MAC Address Table

This section allows user to view the dynamic MAC addnesigs in the MAC table, change related
setting and assign MAC address into MAC table.

9.1 Dynamic Address

This page allows to configure aging time for dynamic MAC address.

QA PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

MAC Address Table

Dynamic Address
Static Address

Filtering Address

MAC Address Table '} Dynamic Address

Save Logout Reboot

____________________

Apply

Dynamic Address Table

Showing entries Showing 1 to 1 of 1 entries Q |

Ewnnm e [ | VLAN | MAC Address | Port |
Ml:?c:: O 1 00:13:3B:0C:24:01  GES
Security I@IIPr&uiuuslIlll@ll@l
ACL | clear || Reiresh || Add Static Address |
QoS
Diagnostics
Management
Item Description
Apply Apply the settings to the switch.
Aging Time Enter the agig out value for the dynamic MAC address.
Clear Clear the entry that is still not out of aging time.
Refresh Refresh the Dynamic address table.
Add Static Address Add selected dynamic MAC address into the static MAC address
table.

9.2 Static Address

This @ge allows user to manually assign MAC address into MAC table.
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LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Logout

Save Reboot

MAC Address Table ') Static Address

Static Address Table
Showing entries

[ | vLAN | mAC Address | Port |

Showing 0 to 0 of 0 entries

Q|

MAC Address Table

0 results found.
] | First | | Pravious | |\1 'I | Next | | Last |

Dynamic Address
Static Address [
Filtering Address

Add =

I

Edit

I

Delete

Spanning Tree

Discovery
Multicast
Security
ACL

QoS
Diagnostics
Management

Item Description

Add Add a new MAC address into MAC address table.

Edit Edit existing entry of MAC address.

Delete Delete selected entry of MAC address.

MAC Address Table '’ Static Address

Add Static Address

VLAN | (1 - 4004)
[ Apply J [ Close ]
Item Description
MAC Address Erter the MAC address that will be forwarded.
VLAN This is the VLAN group to which the MAC address belongs.
Port Select the port where received frame of matched destination MA:
address will be forwarded to.
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Apply

Apply the settings to the switch.

Close

dose the setting page and back to previous page.

MAC Address Table '’ Static Address

Edit Static Address

""" MAC Address | C0-3F D5:BBBA29
[ ooy |[ Cose |
ltem Description
MAC Address The MAC address that will be forwarded.
VLAN This is the VLAN group to which the MAC address belongs.
Port Select the port where received frame of matched destination MA
address will be forwarded to.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

9.3 Filtering Address

Filtering addresses are manually added and determine the packets with specific source or
destination MAC adesses that will should dropped by the switch.
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L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

MAC Address Table ') Filtering Address

Filtering Address Table

Showing entries Shawing 0 te 0 of 0 entries Q]

[ | vLAN | MAC Address |

MAC Address Table

0 results found.

Dynamic Address
Static Address [ At |[ Eat || Delete e
Filtering Address

Spanning Tree

Discovery
Multicast
Security

ACL
QoS
Diagnostics

Management

Item Description

Add Add a new MAC address into MAC address table.

Edit Edit existing entry of MAC address.

Delete Delete selected entry of MAC address.

MAC Address Table '’ Filtering Address

Add Filtering Address

VLAN | (1 - 4094)

Item Description

MAC Address Enter the MAC adess that will be dropped.

VLAN This is the VLAN group to which the MAC address belongs.
Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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10 Spanning Tree

The Spanning Tree Protocol (STP) is a network priotiogbensures a loojiree topology for any

bridged Ethernet local area network.

10.1Property

This page allows to configure and display Spanning Tree Protocol (STP) property configuration.

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Spanning Tree ') Property

Save Logout Reboot

MAC Address Table
Spanning Tree
Property
Port Setting
MST Instance
MST Port Setting
Statistics

Discovery
Multicast
Security
ACL

QoS
Diagnosiics
Management

Root Port |

Root Path Cost |

Topology Change Count |

i Last Topology Change |

| (@ Long
) Short

(") Filtering
(@ Flooding

ity | [32768

Sec (4 -

30, default 15)

|
|
| Sec (6 - 40, default 20)
|
|

(1- 10, default 6)

| (0- 65535, defautt 0)

| (1- 40, default 20)

| 32763-00:E0:4D:00:00:00

0-00:00:00:00:00:00
N/A

0

0

0D/OH/OMIDS

ltem Description

State

Enable or disable the STP operation.
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Operaion Mode

STPEnable the Spanning Tree (STP) operation.
RSTPEnable the Rapid Spanning Tree (RSTP) operation.

MSTP Enable the Multiple Spanning Tree Protocol (MSTP)

Path Cost

Specify the path cost method.

Long Specifies that the default port path costee within the
range: 1~200,000,000.

Short Specifies that the default port path costs are within

the range: 1~65,535.

BPDU Handling

Specify the BPDU forward method when the STP is disabled.
Filtering Filter the BPDU when STP is disabled.
Flooding Floal the BPDU when STP is disabled.

Priority Specify a priority value for the switch. The smaller the priority val
the higher the priority and greater chance of becoming the root.

Hello Time Specify the STP hello time in second to broadcast its hellsages
to other bridge by Designated Ports. Its valid range is from 1 to 1
seconds.

Max Age Specify the time interval in seconds for a switch to wait the

configuration messages, without attempting to redefine its own
configuration.

Forward Delay

Specify he STP forward delay time, which is the amount of time t
a port remains in the Listening and Learning states before it ente
the Forwarding state. Its valid range is from 4 to 30 seconds.

Tx Hold Count

Specify the thold-count used to limit the maxiomn numbers of
packets transmission per second. The valid range is from 1 to 10

Region Name

The default region name of the device is its MAC address.

Revision

Enter the revision number.

Max Hop

Set the number of hops for BPDI packets to be forwardeden

MSTP region.

Operational Status

Display the current STP operational status.

Apply

Apply the settings to the switch.
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10.2Port Setting

This page allows to configure and display Spanning Tree Protocol (STP) port settings.

& PROSCENT Industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

save Logout Reboot

Spanning Tree '} Port Setting

Networ Port Setting Table
Port
PoE a1
o [ | Enwy | pont | st PahCost | Priority | BPDUFiler | BPOUGWMA | OperationslEdge |  Operational Pointio-Point | PortRole | PortState |  Designated Bridge Designated Port 1D | Designated Cost |
B D 1 oEl Enatéed 20000 128 Deabied Dreabied Disabied Dizabled Disabled Disabled 0-00:00:00:00:00:00 1281 20000
Cd 0 2 GE2 Enabied 20000 128 Desabled Disabled Disabled Disabled Disabled Disabled 0-00:00:0000 00:00 1282 20000
:L::'s";um 0 3 Ge Enatiad 20000 128 Dsabed Disabied Disabied Disabied Dsabled  Deabied 0-00:00:00.00:00.00 1283 20000
MST Inctance = 4 GEd Enatisa 20000 120 Disabied Disabled Disabisd Disabled Dssbled  Disabled 0-00:00:00:00:00:00 1204 20000
MST Port Sefiing 0 5 oes Enabied 20000 128 Disabled Dissbled Disabied Disabled Dssbled  Disabled 0-00:000000:00,00 1285 20000
‘Statistics 0 5 GEB Enabied 20000 128 Disabled Dizabled Disabied Disabled Dssabled Desabled 0-00:00:0000-00.00 1286 20000
=) 7 Ger Enatisa 20000 120 Disabied Disabled Disabied Disabled Dssbled  Dsabied 0-00:00:00:00:00:00 1287 20000
0 5 oEs Enabied 20000 128 Disabled Dissbled Disabied Ensbled Dssbled  Foowarding  0-00.00,0000.00.00 1288 20000
0 9 Ges Enatiad 20000 128 Dabled Disabied Disabied Disabled Dsabled  Deabled 0-00:00:00.00:60.00 1289 20000
[= 10 GE1  Enabied 20000 120 Disabied Disabled Disabisg Dizabled Dssbled  Dsabied 0-00:00:00:00:00:00 12810 20000
0 N GEN  Enabied 20000 128 Disabled Disabled Disabied Disabled Dsabled  Disabled 0-00.00:00:00:00.00 12811 20000
Mm;m O 12 GE12  Enaied 20000 128 Disabled Disabled Disabled Disabled Disabled Disabled 0-00:00:00.00.00 00 12812 20000
= 1 LAG!  Enabied 20000 128 Disabied Disabled Disabie Dizabled Dssbed  Dasabied 0-00:00:00:00:00:00 12813 20000
0 W LG Enabied 20000 128 Disabled Disabled Disabled Disabled Dssbled  Disabled 0.00:00:00:00:00,00 12814 20000
0 15 LAG  Enabled 20000 128 Diabled Disabled Disabled Disabled Dssbled  Desabled 0-00,0000.00:00.00 12815 20000
= 16 LG Enabied 20000 128 Disabied Disabied Disabies Dizabied Dssbed  Dasabied 0-00:00:00:00:00:00 12816 20000
0 17 LAGS  Enabled 20000 128 Disabled Disabled Disabled Disabled Disabled  Disabied 0-00:00:00:00:00,00 1287 20000
0 8 LAGS  Enabled 20000 128 Diabled Disabled Disabled Disabled Dsabled  Desabled 0-00.0000.00:00.00 12818 20000
0 19 LAGT  Enabied 20000 128 Desabied Disabied Disaies Dizabied Dssbed  Dasabied 0-00:00:00:00:00:00 12819 20000
( 20 LAGE  Enabied 20000 28 Dissbled Disabled Disabled Disabled Disabled  Disabied 0-00,00:00.00:00,00 12820 20000

Eat Fiolacol Migration Check

Item Description

Edit Edit theselected port settings.

Protocol Migration Chec| Run protocol migration check on selected port.
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Spanning Tree '} Port Setting

Edit Port Setting

| GE20

Enable

() Enable

. (O Disable

| Disabled
0-00:00:00:00:00:00
| 128-20

i 20000

| False

. False

Item

Description

Port

The index number of selected port.

State

Enable or disable the port settings.

Path Cost

Path cost is the cost of transmittingrame on to a LAN through thg
port. It is recommended to assign this value according to the spe|
of the bridge. The slower the media, the higher the cost. Entering
means the switch will automatically assign a value.

Priority

Specify a priority valuef the switch. The smaller the priority value
the higher the priority and greater chance of becoming the root.

Edge Port

Enable or disable the edge mode. In the edge mode, the interfac
would be put into the Forwarding state immediately upon link up.
the edge mode is enabled for the interface and there are BPDUs
received on the interface, the loop might be occurred in the short]
time before the STP state change.

BPDU Filter

Checked means drop all BPDU packets and no BPDU will be set
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BPDU Guard Whenit is checked that BPDU Guard further protects your switch
turning this port into error state and shutdown if any BPDU recei\
from this port.

Pointto-Point Auto: Switch determines the STP of link type for this port automatically.

Enable It means tle STP of link type on this port is fdliplex and
directly connect to another switch or host.

Disabley 5(’1 ) YSI y a { r§S {¢t 27 -duplgx|
YR aR2S8Sa y2i(é RANBOGE& 02yyS

Port State Display current prt status.

Designated Bridge Display designated bridge information.

Designated Port ID Display designated port ID information.

Designated Cost Display designated cost information.

Operational Edge Display current state of edge port.

Operational Display current state of Pouto-Point.

Pointto-Point

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.3MST Instance

MSTP allows traffic of different VLAN to be mapped into different MST Instancesyitich
supports up to 16 independent MST instances (0~15) with which the VLAN can be associated.

QPROSCEND industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Spanning Tree ') MST Instance

MST Instance Table

a1
[ [ 'msn | priority [ Bridge identifiter Designated Root Bridge | Root Port | Root Path Cost | Remaining Hop | VLAN | 1
0 1768 3276800E04D000000 0-000000:00:0000 NA o 0 14094
1 278 32768.00E04D000000 0000000000000 NA 0 0
2 768 3276H00E0AD000000 0-0000.00:00:0000 NA 0 0
3 768 3276B00E04D000000 0-000000:00:0000 NA o 0
MST Port Sefting 4 2768 3276800E04D000000 0000000000000 NA 0 0 |
Statstcs 5 3768 3276800E04D00.0000 0-00.0000:00.0000 NA 0 0 |
Discovery 6 2768 32768-00E04D000000 0-00.00:00:00:00:00 NA 0 0 |
oo 7 32763 3276800 E04D000000 0-000000.00.0000 NA 0 0 |
il 8 768 3276800E04D00.0000 0-00.0000.00:0000 NA [ 0
2 9 2768 3276BODEOADO0DI00 0-000000:00:0000 NA 0 0 |
e 10 32768 3276800 E04D 000000 0-0000.00.00.0000 NA 0 0
Dt 11 32768 32766-00E04D0000:00 0-00.00:00:00.00:00 NA 0 0
2 2756-00 E04D 000000 0-00.00:00,00/00.00 NA o 0
13 32768 32766-00E04D000000 0-00.00000000.00 NA 0 0
14 32768 32768-00E04D000000  0-00:0000:000000 NA 0 0
o 0

15 32768 32768-00E04D000000 0-00:00:00.00.0000 NA
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Spanning Tree > MST Instance

Edit MST Instance Setting

____________________________ mem: @
Available VLAN Selected VLAN
[ A
s ~
k!
VLAN | |4
C s
6
T v
8 v
77777777777777777777777777 Prmnty [B2768 | (0-61440, defaul 32768
32768-FC:8F:C4:0D:BD:C6
(0-00:00:00:00:00:00
l Apply H Close
ltem Description
Edit Edit the settings of selected instance.
MSTI The index number of selected MST instance.
VLAN Enter the ID of the VLAN which should beasated with this MSTI.
Priority The switch priority for this MST instance. A lower number gives t

switch higher chance to be chosen as the root bridge.

Bridge Identifier Display the priority of MSTI instance number + MAC address of {
switch.

Designated Root Bridge | Display the Bridge Identifier of the root bridge.

Root Port Display the port toward the root.

Root Path Cost Display the path cost toward the root.

Remaining Hop Display the remaining hop count in BPDU.

Apply Apply the settings to thewitch.

Close Close the setting page and back to previous page.
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10.4MST Port Setting

MST Port Settings is used to configure the GE port / LAG group settings for each MST ifis&ance.
table displays the MST parameters for each port.

24 GbE Switch with 4 10G SFP+ Up Links

Spanning Tree ') MST Port Setting

Save Logout Reboot

MST Port Setting Table
wan [

[ —
D[ Evty | Port | Poih Cost | Prory | PoriRile | FortSiie | Mode | Type | Deoinaied Biige | Dossgnaiod Port1p | Designated Cost | Remaining Hop | ]
[m} 1 GE1 20000 128 Disabled Disabled RSTP  Boundary 0-D00000:00:0000 1281 20000 20
O 2 ez 2000 128 Oiabes Forwaang RSTP Boundan 0000000000000 1252 20000 P
[m} 3 GE3 20000 128 Disabled Disabled RSTP  Boundary 0-D000.0000.0000 1283 20000 20
O ¢ Bt 20000 128 Oiabes Disaled  RSTP Boundan 0000000000000 1284 20000 P
o 5 GES 20000 128 Disabled Disabled RSTP  Boundary 0-D0-00:00:00:00:00 128-5 20000 0
O 5 GEs 2000 125 Diables Disabled  RSTF Faundan DODOODDOON0D 1265 20000 =
[m} 7 CGET 20000 128 Disabled Disabled RSTP  Boundary 0-D0-00:00-00:00:00 1287 20000 20
O 8 GEs 00 18 Diabes Diswled  RSTP Boundan 0000000000000 178 20000 =
o 9 GE? 20000 128 Disabled Disabled RSTP  Boundary 0-D0-00:00:00:00:00 128-2 20000 20
o 10 GE10 20000 128 Disabled Disabled RSTP  Boundary 0-D000.0000:00:00 128-10 20000 20
[m} " GEN 20000 128 Disabled Disabled RSTP  Boundary 0-D0-00-00-00:00:00 128-11 20000 20
O 12 GEz 20000 128 Disabled Disables  RSTP Boundary 0-D0DODODIDO00  128-12 20000 20
o 13 GE13 20000 128 Disabled Disabled RSTP  Boundary 0-00-00:00:00:00:00 128-13 20000 20
o 14 GE14 20000 128 Disabled Disabled RSTP  Boundary 0-00.00.00:00.00.00 128-14 20000 0
o 15 GE15 20000 128 Disabled Disabled RSTP  Boundary 0-D0-00-D0-DO-D000 12815 20000 20
[u} 16  GE16 20000 128 Disabled Disabled RSTP  Boundary 0-D00000DO0DO00 12816 20000 20
O 7 GEW 20000 128 Disaber Disabisd  RSTP Bouncan C00D0DDOCD0 12617 20000 P
[m] 18 GEW® 20000 128 Disabled Dizabled RSTP  Boundary 0-00-00.00:00.00:00 128-18 20000 20
M0 0B AN 1 ket Dleobad BTD e AARMMNAMATIY 17818 anacn -

Spanning Tree '} MST Port Setting

Edit MST Port Setting

Designated Bridge : 0-00:00:00:00:00:00

GED

. (0 - 200000000) (0 = Auto)
i [128 v

i Disabled
i Disabled
i RsTP

: Boundary

Designartrerarl;;rrtrlD ; 128-5
- : 20000
i 20
{ Apply J l Close J

Item

Description

MSTI

Select one of the MST instances.

Edit

Edit the settings of selected port.

MSTI

Display the selected MST instance.

Port

Display the selected port number.

Path Cost

Set path cost value for the port. A port with lowest value will be u

as the forwading port by spanning tree. Default value was set
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according to the bandwidth of the port.

Priority Among the ports with same path cost, port with lower priority will
have higher chance to be used as the forwarding port by spannir]
tree. Use the drop dowhst to choose desired priority value.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

10.5 Statistics

This page displays the statistics of BPDU on each port.

AQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Spanning Tree ') Statistics

Statistics Table
Refresh Rate sec

MAC Address Table Entry | Port Receive BPDU Transmit BPDU
- n 0
ST =2 O Config | TCN | msTP | config | TcN | msTP
Properly O 1 GE1 0 0 0 0o o 0
FUERL 2 GE2 0 0 0 0o 0 0
MST Instance g
MST Port Setting U 3 GE3 b 0 T D C L
Statistics O 4 GE4 0 0 0 0o 0 0
Discovery O 5 GE5 0 0 0 0o o 0
Mutticast O 6 GEG 0 0 0 0 0 0
Security O 7 GET 0 0 0 0o o 0
ACL O 8 GES 0 0 0 0 0 0
QoS O 9 GE9 0 0 0 0 0 0
LTI O 10 GE10 0 0 0 o 0 0
~EETEET 0O 1 GEf 0o 0 0 0o 0 0
O 12 GE12 0 0 0 0 0 0
O 13 LAG 0o 0 0 0o o 0
O 14 LAG2 0 0 0 00 0
O 15 LAG3 0o 0 0 0o o 0
] 16 LAG4 o 0 0 o 0 0
O 17 LAGS 0o 0 0 0o o 0
] 18 LAGE o 0 0 o 0 0
O 19 LAGT 0 0 0 0o o 0
] 20 LAGS o 0 0 o 0 0
[ Clear ] [ Refresh ] [ View
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11 Discovery

11.1LLDP

LLDP is a oneay protocol; thkere are no request/response sequences. Information is advertised by
stations implementing the transmit function, and is received and processed by stations
implementing the receive function. The LLDP category contains LLDP arAdlEDOfages.

11.1.1 Property

Thispage allows to configure general settings of LLDP.

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Discovery ') LLDP ') Property

Filtering
LLDP Handling Bridging
MAC Address Table § | @ Flooding

Spanning Tree

| Sec (b - 32767, default 30)

Discovery

~ LLDP

Property -
Port Setfing Reinitializing Delay | |2 | sec(1-10, defauit 2)

| 2-10, default 4)

MED Network Policy e
MED Port Setting
Packet View

Local Informaion (LLOPMED ]
!

Neighbor | (1-10, default 3)

| sec(1-2191, defaut 2)

Statistics !
oty
Appl
Security pply

ACL

QoS
Diagnostics
Management

Item Description

State Enable or disable the LLDP protocol on this switch.

LLDP Handling Select the handling mode for LLDP protocol.

TLV Advertise Interval | Select the interval at which frames are temitted. The default is 3Q
seconds, and the valid range is32768seconds.

Hold Multiplier Select the multiplier on the transmit interval to assign to TTL (ran
2¢10, default = 4).

Reinitializing Delay Select the delay before a-initialization (rangel¢10 seconds,
default = 2).
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Transmit Delay Select the delay after an LLDP frame is sent (raqg§&91 seconds,
default = 2).

Fast Start Repeat Count| Select the number of LLDP packets that will be sent during
LLDPMED Fast Start period. The default i®\@ailable range is from
1to 10.

Apply Apply the settings to the switch.

11.1.2 Port Setting

This page allows to select specified port or all ports to configure LLDP state.

QPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Discovery '} LLDP '} Port Setting

Port Setting Table

[ | Entry | Port | Mode | Selected TLV
MAC Address Table
O 1 GE1 MNormal  802.1 PVID
Spanning Tree
) O 2 GE2 MNormal  802.1 FVID
Discovery
O 3 GE3 Mormal  802.1 FVID
» LLDP
Property O 4 GE4 MNormal  802.1 PVID
Port Setting O 5 GE5 Normal 802.1FPVID
MED MNetwork Policy O 6 GE6 Normal 802.1PVID
MED Fort Setting O 7 GE7 Normal 8021 PVID
Packet View
Local Information O 2 GES MNormal  802.1 FVID
Neighbor O 9 GES Normal 802.1PVID
Statistics O 10 GE10  Mormal 2021 PVID
Multicast O 11 GE1  Normal 802.1FVID
Security O 12 GE12  Normal 2021 PVID
ACL :
Qos

Diagnostics

Management
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Discovery ') LLDP ') Port Setting

Edit Port Setting

| GE2,GES
O Transmit
Mode ool
(O Disable
Available TLV Selected TLV
Port Description ~ 8021 PVID ~
Optional TLV | | System Name
System Description
i | System Capabiliies
802 3 MAC-PHY v v
Available VLAN Selected VLAN
i [N ~ =
802.1 VLAN Name :
I Apply Close
ltem Description
Edit Edit the settings of selected port.
Port Display the selectéport.
Mode Transmit: Transmit LLDP PDUs only.

Receive: Receive LLDP PDUs only.
Normal: Transmit and receive LLDP PDUs.

Disable: Disable the transmission of LLDP PDUSs.

Optional TLV

Within data communication protocols, optional information may b
encodedas a typeength-value or TLV element inside a protocol. T
is also known as talgngth value. The type and length are fixed in
size (typically ¥4 bytes), and the value field is of variable size. Sel
the LLDP optional TLVs to be carried (multiplect@n is allowed).
Available items include System Name, Port Description, System
Description, System Capability, 802.3 MAIEY, 802.3 Link
Aggregation, 802.3 Maximum Frame Size, Management Address
802.1 PVID.

802.1 VLAN Name

Select the VLAN ID numbterbe performed (multiple selections arg
allowed).

Apply

Apply the settings to the switch.

Close

Close the setting page and back to previous page.
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11.1.3 MED Network Policy

This page allows to set MED (Media Endpoint Discovery) network policy.

4 PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Discovery '} LLDP '} MED Network Policy

MAC Address Table
Spanning Tree MED Network Policy Table
Discovery
~ LLDP Showing entries Showing 0 to 0 of 0 entries Ql ]
Property
P;o; Zeﬂing [ | Policy ID | Application | VLAN | VLAN Tag | Priority | DSCP |
MED Network Policy 0 results found.
MED Port Setting - -
Packet View | age  J[  Eat ][ Deete | S EEDWENES
Local Information
Meighbor
Statistics
Multicast
Security
ACL
QoS
Diagnostics
Management
Item Descripton
Add Add a new MED network policy.
Edit Edit existing entry of MED network policy.
Delete Delete selected entry of MED network policy.
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Discovery ') LLDP ') MED Network Policy

Add MED Network Policy

PolicylD | [1 ~
""" Application | [ Vaice v
""""" vian | | 1094
______ e 3 e
""""" priority | [0 v
""""" pscp| [0 v
Apply H Close ]
ltem Description
Policy ID Choose a number for configuring the policy profile. Available
selections include fio 32.
Application There are several applications which can be used for MED netwc
Selections include Voice, Voice Signaling, Guest Voice, Guest V(
Signaling, Softphone Voice, Video Conferencing, Stream Video
Video Signaling.
VLAN Set a VLAN IPanging from 1 to 4095) for such profile.
VLAN Tag Specify if the outgoing packets will be tagged or not.
Tagged: Packets will be sent out with a number tagged.
Untagged: Packets will be sent out without any tag.
Priority Set Layer2 priority (range frothto 7).
DSCP Set DSCP value (range from 0 to 63).
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

11.1.4 MED Port Setting

This page allows to configure TLV (Type / Length / Value) settings for each port.
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L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Discovery ') LLDP ') MED Port Setting

MED Port Setting Table

QJ |
Network Policy .
MAC .ﬁ.dd ress Table [] | Entry | Port State Active | Application Location | Inventory
i;:::::;gr:ree O 1 GE1 Enabled Yes No No
IO O 2 GE2 Enabled Yes No No
Property [} 3 GE3 Enabled  ‘Yes No No
Port Setting O 4 GE4 Enabled  Yes No No
MED Network Policy O 5 GE5 Enabled Yes Mo No
;"E'ij(e‘t'z’_' ST O 6 GE6 Enabled  Yes No No
L{?r{::al Inftl)?:rlvation O 7 GET7  Enabled Yes No No
Neighbor O 8 GE8 Enabled Yes No Mo
Statistics [} 9 GEY9 Enabled Yes No No
Multicast O 10 GE10 Enabled Yes MNo No
Security O 11 GE1 Enabled Yes Mo No
ACL O 12 GE12 Enabled  Yes No Mo
QoS
Diagnosfics

Management

covery ') LLDP '} MED Port Setting

Edit MED Port Setting

State | [] Enable

Available TLV Selected TLV

: Location ~ Metwork Policy ~
Optional TLV © | Inventary
v v
: Available Policy Selected Palicy
' ! [ 1 (voice) -
it -~
Network policy :
! | o
v
Coordinate | (16 pairs of hexadecimal characters)
Cmc | (6-160 pairs of hexadecimal characters)

(10-25 pairs of hexadecimal characters)

Apply ][ Close ]

Item Description
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Edit

Edit the settings of selected port.

Port The index number of selected port.
State Enable or disable the LLDP MED on the selected port.
Optional TLV @At ofS ¢[+ AdGSYya gAafft oS 3

Choose the oe(s) you want and click the >> arrow to transfer

iKS aStSOUtA2yo6a0n G2 GKS FASEH

Network policy

gt At ofS LREAOCE gAff 0SS aKz24g
Choose the one(s) you want and click the >> arrow to transfer

theselecty 6 a0 (2 (GKS FASER 2F a{S

Coordinate Enter the coordinate location in 16 pairs of hexadecimal characte

Civic Enter the civic address in 6 ~ 160 pairs of hexadecimal character

ECS ELIN Enter the ECS (Emergency Call Service) ELIN @aaetgcation
Identification Number) in 10 ~ 25 pairs of hexadecimal charactery

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

11.1.5 Packet View

This page provides packet view detail of each port.

& PROSCEND industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

MAC Address Table

Spanning Tree

Discovery
~ LLDP
Property
Port Setting

MED Metwork Policy
MED Port Setting

Packet View

Local Information

Neighbor
Statistics

Multicast
Security
ACL
QoS

Diagnostics

Management
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Save Logout Reboot

Discovery ') LLDP ') Packet View

Packet View Table

ar________ 1
| Entry [ Port | In-Use (Bytes) | Available (Bytes) | Operational Status
(@] 1 GE1 48 1440  Not Overloading
(@) 2 GE2 48 1440  Not Overloading
(@] 3 GE3 48 1440  Not Overloading
(@] 4 GE4 48 1440 Not Overloading
(@) 5 GE5 48 1440  Not Overloading
(@) 6 GE6 48 1440  Not Overloading
(@) 7 GET7 48 1440  Not Overloading
(@) 8 GE8 48 1440 Not Overloading
(@) 9 GE9 48 1440  Not Overloading
O 10 GE10 49 1439 Not Overloading
(@) 11 GEN 49 1439 Not Overloading
(@) 12 GE12 49 1439 Not Overloading
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11.1.6 Local Inbrmation

This page shows detailed local information of LLDP.

APROSCEND indus -Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Discovery '} LLDP ') Local Information

Device Summary

MAC address

- Chassis ID | 00:E0:4D:00:00:00
MAC Address Table H =4 i
. ! System Name | Switch
Spanning Tree 3
i System Description | 850G-12FI

Discovery

~ LLDP Eridge
Property Eridge
Port Setting

Local

MED MNetwork Policy
MED Port Setting

Packet View
Teaice Port Status Table
MNeighbor
Statistics Q]
ATTE | Entry | Port | LLDP state | LLDP-MED state
SR 0 1 GE1  Normal Enabled
ACL @] 2 GE2  Mormal Enabled
Q_DS . 0 3 GE3  Mormal Enabled
Diagnostics
Management @] 4 GE4 Mormal Enabled
(@] 5 GE5  Normal Enabled
@] 6 GE6  Mormal Enabled
0 7 GE7  Mormal Enabled
@] 8 GEE  Mormal Enabled
(@] 9 GE9  Mormal Enabled
@] 10 GE10 Mormal Enabled
0 11 GE11  Mormal Enabled
@] 12 GE12  Mormal Enabled

11.1.7 Neighbor

This page allows to view the information sent from neighboring devices by LLDP protocol.

save Logout Reboot

Discovery ') LLDP *) Neighbor

Network Neighbor Table
port
PoE Showing [ All_w | enies Shawing 1101 of 1 eniries (oY —
VLAR [[o ] Local Port [ Chassis 1D Sublype | Chassis 1D | PortID Subtype [ PortID | System Name | Time to Live |
r"“ o = GEs Local PCI-AE-DON MAC addrass 001338.0C 2401 3437 |
»:Kv:wl First| | Previous | [ | Next| | Last
T | cear || Refresn || Detail

Property

Port Sefting

WED Natwort Polky

MED Port Setting

Packe View

Local Informaton

Neighbor

Statistcs
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11.1.8 Statistics

This page shows global statistics and statistics of each port.

QPROSCEND indu: ort GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Discovery

+ LLDF
Property
Port Setting
MED Network Policy
MED Port Setting
Packet View
Local information
Meighoor

Mulicast
Sacurity

Discovery ') LLDP

Global Statistics

Statistics

Insertions

Deletions

Diops

S

[ (Cotesn

Statistics Table

save Logout Reboot

) —

m,[

Port

T Tromsemit Frome |

Receive Frame

[ Recaeniv

| Neighbor

Total

| Totai | Discard | Error | Discard | unrecognized | Timeout
] ]

ool 0

2
3
4
5
&
=
8

9
0
n
12

OoDOo0OoO0o0Oooo0

GE1
GE2
GE3
aEs
GES
aEs
GET
=]
GE9
GED
31
GE12

csealocacnss

o) (e
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12 Multicast

IP mulicast is a technique for oA@®-many communication over an IP infrastructure in a network.

To avoid the incoming data broadcasting to all GE ports, multicast is useful to transfer the
data/message to specified GE ports for IGMP snooping. When Switch eecaivmessage
Gadzo AONAOSRe o0& GKS OfASyids AdG Ydzad RSOARS {:
the location of the client (subscribed member).

12.1General

12.1.1 Property

For the multicast packets, this page allows the network administrator to cheasens for
processing the unknown multicast packets and for handling known packets with MAC address, IP
address and VLAN ID.

LA PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast ') General '} Property

----------------------------

Unknown Mullicasti 8 glr[:::]d
Action |
i (O Forward to Router Port

____________________________

MAC Address Table
Spanning Tree

| @ DMAC-VID
! () DIP-VID

| (@ DMAC-VID
! Iz i () DIP-VID
~ Generat 0 e

Property
Group Address
Router Port
Forward All
Throttling
Filtering Profile
Filtering Binding
~ |GMP Snooping
~ MLD Snooping
+~ MVR
Security
ACL
QoS
Diagnostics

Discovery
Multicast

Management

Item Description

Unknown Multicast Select an action for switch to handle with unknown multicast pac
Action
Flood Flood tke unknown multicast data.
Drop: Drop the unknown multicast data.

Forward to Router port Forward the unknown multicast data to
router port.
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IPv4 Set the IPv4 multicast forward method.

DMAGVID: Forward using destination multicast MAC address an
VLAN IDs.

DIRVID: Forward using destination multicast IP address and VLA

IPv6 Set the IPv6 multicast forward method.

DMAGVID: Forward using destination multicast MAC address an
VLAN IDs.

DIRVID: Forward using destination multicast IPv6 address and V
ID.

Apply Apply the settings to the switch.

12.1.2 Group Address

The page allows to assign a VLAN/port as a specific IPv4/IPv6 multicast member. Every IPv4/IPv6
multicast stream that belongs to the specified group IP address will be forwarded to the specified
port/VLAN member.

L PROSCENDT ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} General '} Group Address

Group Address Table

IP Version
Showing entries Showing 0 to 0 of 0 entries Q]
MAC Address Table
Spanning Tree [ | VLAN | Group Address | Member | Type | Life (Sec) |
Discovery 0 results found.
Multicast | First | | Previous | |1 | Mext | | Last |
~ General [ Add || Edit |[ Delete || Refresn | - -
Property
Group Address
Router Port
Forward All
Throttling

Filtering Profile
Filtering Binding
~ |GMP Snooping
« MLD Snooping
+ MVR
Security
ACL
QoS
Diagnostics

Management
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ltem Description

IP Version Select the IP version which will be displayed on this page.
Add Add a new group address.

Edit Edit the existing group address.

Delete Delete the selected group address.

Refresh Refresh the current page.

Multicast ') General ') Group Address

Add Group Address

""""""" vian! [1 v
""""" IPVersion | [1Pvd
""" GroupAdaress| |
Available Port Selected Port
L GE
| GE2 ~
. |GE3
Member | GEa
| |GEs
| GEB
| GET v
. |cEs v
Apply H Close
Item Description
VLAN Use the drop down list to specify a VLAN profile as IGMP Static
Group.
IP Version Select the IP Version.

Group Address

It is an identifier for the group member. Packets sent to such add
will be transferred to all interfacesefined in Member Ports.

Specify the IPv4/IPv6 multicast address you wish to assign for th

static group (defined in VLAN).

Member Specify the port(s) that static group with given IPv4/IPv6 multicas
address shall include.

Apply Apply the settings to thewitch.

Close Close the setting page and back to previous page.
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12.1.3 Router Port

This page shows the IGMP queried router known to this switch.

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} General ') Router Port

Router Port Table

IP Version
Showing entries Showing 0 to 0 of 0 entries Q |

MAC Address Table
Spanning Tree [ | VLAN | Member | static Port | Forbidden Port | Life (Sec) |

Discovery 0 results found.
Multicast | First | | Previous | m | Next | | Last |
~ General [ agd || Edt  |[ Refresn |
Property
Group Address
Router Port
Forward All
Throttling
Filtering Profile
Filtering Binding
+ |IGMP Snooping
» MLD Snooping
» MVR
Security
ACL
QoS
Diagnostics

Management

Item Description

IP Version Select the IP version which will be displayed on this page.

Add Add a new entry.

Edit Edit the existing entry.

Refresh Refresh the current page.
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Multicast '} General ') Router Port

Add Router Port

Available VLAN Selected VLAN
e A

~

VLAN |

[1Pus

(8 Static
i () Forbidden

| Available Port Selected Part

~

ltem Description

VLAN @At ofS [ !'b gAff 0SS aKz2gy
Choose the one(s) you want and click the >> arrow to transfer

GKS aStSOGA2yo6albSK 2+ [(KIBE FA ST R

IP Version Select the IP Version.

Type Static Specify LAN Port (GE/LAG) to send out query to remote h
Forbidden Use the drop down list to specify forbidden LAN Port
(GE/LAG).

Port @ ATl o0fS LER2NI ¢Aff 0SSt 2ROy

Choose the one(s) you want and click the >> arrow to transfer

iKS aStSOuGA2yo6a0v G2 GKS FASEH

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

12.1.4 Forward All

This page is allowed taetermine which port(s) would like to receive the data (multicast packets)
that forwarded by Switch.
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4 PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Moulticast '} General '} Forward All

Forward All Table
IP Version

Showing entries Showing 0 to 0 of 0 entries Q |
MAC Address Table

Spanning Tree [ | viLAN | static Port | Forbidden Port |
Discovery 0 results found.
Multicast ] | First| | Previous | [ 1] | Next | | Last|

[ Agd  |[ Edt || Delete

~ General
FProperty
Group Address
Router Port
Forward All
Throttling
Filtering Profile
Filtering Binding
+ IGMP Snooping
« MLD Snooping
« MVR
Security
ACL
QoS

Diagnostics:

Management

ltem Description

IP Version Select the IP version which will be displayed on this page.

Add Add a new entry.

Edit Edit the existing entry.

Delete Delee the selected entry.
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Multicast ') General '} Forward All

Add Forward All

VLAN |

IP Version | [IPvd v

Available VLAN Selected VLAN
K A

~

Type 8 Ege:gicdden
Available Port Selected Port
GE1 A
| GE2 A
pon§ GE3
GE4
i | GE5
| | GEB
GE7 v
. | GEB ~
]I Close
ltem Description
VLAN ' @FAfELofS [ !'b gAff 0SS aKz2gy
Choose the one(s) you want and click the >> arrow to transfer
GKS asStSoOtrazyoeao (2 (GKS FTAStH
IP Version Select the IP Versn.
Type Static The multicast packets will be delivered to the network devi
connected by these ports.
Forbidden the multicast packets will not be delivered to the
network device connected by these ports.
Port Available port will be shown inthisfiel 2 F a! @F Af | o
Choose the one(s) you want and click the >> arrow to transfer
GKS asStSoOtrazyoeao (2 (GKS FTAStH
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
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Throttling

The Throtling page is used for configuring the maximum number (0~256) of IGMP group that a
user on a switch port can join. After defined the maximum number, each switch port interface can
be set to deny the IGMP join report or set to replace randomly selectedcasittinterface with
received IGMP join report.

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast °) General '} Throttling

Throttling Table

IP Version
MAC Address Table O‘ l
Spanning Tree O | Entry | Port | Max Group | Exceed Action
Discovery O 1 GE1 256 Deny
Multicast O 2 GEz2 256 Deny
~ General O 3 GE3 256 Deny
Property 0O 4 GE4 256 Deny
gﬂ:rid;fss O 5 GES 256 Deny
Forward Al O 6 GEB 256 Deny
Throttling O 7 GE7 256 Deny
Filtering Profile O 8 GES8 256 Deny
Filtering Binding 0 9 GE9 256 Deny
v 1GMP Snooping O 10 GE10 256 Deny
+ MLD Snooping
. MVR O 11 GEN 256 Deny
Security 0 12 GE12 256 Deny
ACL (] 13 LAG1T 256 Deny
QoS O 14 LAG2 256 Deny
Diagnostics O 15 LAG3 256 Deny
Management O 16 LAG4 256 Deny
O 17 LAGS 256 Deny
O 18 LAGE 256 Deny
O 18  LAGT 256 Deny
O 20 LAGE 258 Deny
Item Description
IP Version Select the IP version which will be displayed on this page.
Edit Edit the selected entry.

850G-12PI User Manual 93



Multicast '} General '} Throttling

Edit Throttling

B © Dew

i1 O Replace
Aoy || Close |
ltem Description
Port The index number of selected port.
IP Version The selectd IP Version.
Max Group Define the maximum number of IGMP group profile that a user o

0KS a6A00K OFly 22AYy® LT ané A
join all of the IGMP group profiles.

Exceed Action Deny. It is default setting. The IGMP joirpat (for multicast
service) received by such interface will be discarded.

Replace When it is selected, a new group with IGMP report recei
will replace the existing group.

Apply Apply the settings to the switch.

Close Close the setting page and baokprevious page.

12.1.5 Filtering Profile

The filtering profile page allows to configure up to 12&t&up (for multicast service) profiles
(starting and ending point within an IP range shall be specified). Each IP group profile can be set for
permission of Menial of network service respectively.
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QPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} General ') Filtering Profile

Filtering Profile Table

IP Version
Showing [ All_ v | entries Showing 0 to 0 of 0 entries Q |
MAC Address Table
Spanning Tree [ | Profile ID | Start Address | End Address | Action |
Discovery 0 results found.
Multicast [ A ][ Ew [ beee | [ First | | Previous | |1 | Next| | Last|
~ General
FProperty
Group Address
Router Port
Forward All
Throttling
Filtering Profile
Filtering Binding
~ |IGMP Snooping
+ MLD Snooping
« MVR
Security
ACL
QoS
Diagnostics
Management
ltem Description
IP Version Select the IP version which will be displayed on this page.
Add Add a new entry.
Edit Edit the existing entry.
Delete Delete the selected entry.

Multicast ') General ') Filtering Profile

Add Profile

IP Version | [1Pvd v
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Item Description

Profile 1D Erter the profile ID for IGMP snooping.

IP Version Select the IP Version.

Start Address Enter an IP address as the starting point for the IP range.

End Address

Enter an IP address as the ending point for the IP range.

Action Allow: When it is selectedhe request for multicast traffic will be
forwarded to the multicast group normally.
Deny. It is default setting. The forwarding request of multicast traf
will be discarded.

Apply Apply the settings to the switch.

Close Close the setting page and baokprevious page.

12.1.6 Filtering Binding

This page allows to select a filtering profile for GE/LAG port to process multicast traffic.
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LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} General '} Filtering Binding

Filtering Binding Table

IP Version
MAC Address Table QJ |
Spanning Tree [} | Entry | Port | Profile ID
Discovery O 1 GE1
Multicast O 2 GE2
~ General O 3 GE3
Property O 4 GE4
i 0 s
Forward Al o 6 GEs
Throttling O 7 GE7
Filtering Profile O 2 GEs
Filtering Binding 0 9 GEg
» |GMP Snuoping 0 10 GE1D
~ MLD Snooping
« MVR O 11 GEN
Security O 12 GE12
ACL O 13 LAG1
QoS O 14 LAG2
Diagnostics O 15 LAG3
Management O 16 LAG4H
O 17 LAG5S
O 18 LAGS
O 19 LAGT
O 20 LAGE

ltem Description
IP Version Select the IP version which will be displayed on this page.
Edit Edit the selected entry.

Multicast > General ') Filtering Binding

Edit Filtering Binding

Port: GE9
i\ IPVersion | IPv4

" [} Enable
Profile ID |
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ltem Description

Port The index number of selected port.

IP Version The selected IP Version.

Profile ID Enable of disable selected filtering profile for the selected
port/interface.

Apply Apply the settings to the switch.

Close Close the setting pagend back to previous page.

12.21GMP Snooping

IGMP snooping is the process of listening to Internet Group Management Protocol (IGMP) network
traffic. The feature allows a network switch to listen in on the IGMP conversation between hosts
and routers. By ligning to theseconversationsthe switch maintains a map of which links need
which IP multicast streams. Multicasts may be filtered from the links which do not need them and
thus controls which ports receive specific multicast traffic.

12.2.1 Property

This page llows to enable/disable IGMP function, select snooping version, and enable/disable snooping report
suppression.

QPROSCENT industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

save Logout Reboot

Multicast ') IGMP Snooping '} Property
e

VLAN Setting Table

‘ ) | VLAN Operational Status ‘

Disakd  Enaoes 2 1% @ 2 1 Dsabed

Item Description
State Enable or disable the IGMP snooping.
Version Set the IGMP snooping Version.

IGMPvV2 Only support IGMP v2 packet.

IGMPv3 Support v3 basic and v2.
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Report Suppression

Enable to allow the switch to handle IGMP reports between route
and host, suppressing bandwidth used by IGMP.

Apply Apply the settings to the switch.
Edit Edit the selected entry.
o : (7] Enable
Enable
() Enable
- Query Interval 125
EESETE————] [io
| LastMember Query Counter 2
[Operafional Statws
125 (Sec)
10 (Sec)
1 (Sec)
Item Description
VLAN The index number of selected VLAN ID.
State Enable or disable the IGMP snooping function

Router Port Auto Learn

Set the enabling status of IGMP router port learning. Choose Enj
to learn router port by IGMP query.

Immediate leave

Leave the multicst group immediately on the port & VLAN where
leave message is sent from, regardless there is still a subscribed
member or not. Click Enable to enable Fast leave function.

Query Robustness

Set a number which allows tuning for the expected packet loss o
subnet.

Query Interval

Set the interval for sending general query.

Query Max Response
Interval

It specifies the maximum allowed time before sending a respond
report in units of /10 second.

Last Member Query

After querying for specified tinee(defined here) and still not

850G-12PI User Manual

99



Counter receiving any response from the subscribed member, Switch will
transmitting data to the related GE port(s).

Last Member Query The maximum time interval between counting each member que

Interval message with no respoas from any subscribed member.

Operational Status Display the current operation status of IGMP snooping.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

12.2.2 Querier

This page allows to configure querier segfs on specific VLAN of IGMP Snooping.

LA PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast ) IGMP Snooping ') Querier

Querier Table

Q|

[ | vLAN | state | Operational Status | Version | Querier Address
O 1 Disabled Disabled

MAC Address Table
Spanning Tree
e
Multicast
« General
»~ |IGMP Snooping
Property
Querier
Statistics
« MLD Snooping
« MVR
Security
ACL
QoS

Diagnostics

Management

Multicast '} IGMP Snooping ') Querier

Edit Querier

. @ IGMPv2
. O IGMPV3
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Item Description

Edit Edit the selected entry.

VLAN The index number of selected VLAN ID.

State Enable or disable the IGMP Querier on the chosen VLAN profile

Version Set the query version of IGMP Querierdilen on the chosen
VLANS.

IGMPV2 Querier version 2.

IGMPv3 Querier version 3.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

12.2.3 Statistics

This page displays the statistics of IGMP snooping.

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} IGMP Snooping '} Statistics

MAC Address Table
Spanning Tree
Discovery
Multicast

+ General
»~ |GMP Snooping
Property
Querier
Statistics
~ MLD Snooping

v MVR
Security
ACL
Qos
Diagnostics

Management

Clear ] [ Refresh
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12.3MLD Snoopg

MLD snooping acts on IPv6 packets. MLD snooping is the process of listening to Multicast Listener
Discovery network traffic. It can examine IPv6 packets and forward these packets to designate
location via VLAN port members.

12.3.1 Property

This page allows tenable/disable MLD Snooping function, select snooping version, and
enable/disable snooping report suppression.

QPROSCENT  industrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Item Description
State Enable or disable the MLD snooping function.
Version MLDvI When it is selected, Switch will detect packets congmlby

MLDv1 and bridge the traffic to IPv6 destination defined with
multicast address(es).

MLDv2 When it is selected, Switch will detect packets controlled
MLDv2 and forward the traffic to destination defined with multicas

address(es).

Report Suppreson Enable or disable the function to handle MLD reports between
router and host, suppressing bandwidth used by MLD.

Apply Apply the settings to the switch.

Edit Edit the selected entry.
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Multicast ') MLD Snooping ') Property

Edit VLAN Setting

: Enable
' [] Enable

: Disabled
125 (Sec)
10 (Sec)
v 2

1(Sec)

ltem Description
VLAN The index number of VLAN entry.
State Enable or disable the MLD snooping function for the selected VL

ID.

Router Port Auto Learn

Enable or disable the function to handle MLD reports between
router and host, suppressing bandwidth used by MLD.

Immediate Leave

Enable or disable the functiorf anmediate leave. When the
GE/LAG port receives the leave message, it will be removed fron
multicast group to speed up leave latency.

Query Robustness

Set a number which allows tuning for the expected packet loss o
subnet.

Query Interval

Specify theime interval for Switch to send out general MLD query
to the host (responsible for responding).

Query Max Response
Interval

Specify the maximum time interval for Switch to receive the quer
response from the host. If time is up and no response received,
packets will be blocked and discarded.

Last Member Query

Atfter querying for specified times (defined here) and still not
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Counter receiving any response from the subscribed member, Switch will
transmitting data to the related GE port(s).

Last Menber Query The maximum time interval between counting each member query message \

Interval no responses from any subscribed member.

Operational Status Display the current operational status.

Apply Apply the settings to the switch.

Edit Edit the seleted entry.

12.3.2 Statistics

This page displays the statistics of MLD snooping.

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} MLD Snooping ') Statistics

MAC Address Table
Spanning Tree
Discovery
Multicast
~ General
~ |IGMP Snooping
~ MLD Snooping
Property
Statistics
v MVR
Security
ACL
QoS
Diagnostics

(=T — T — B — R — T — T — I — T ]

Management

Clear H Reifresh

12.4MVR

Multicast VLAN Registration (MVR) can route packets received in a multicast source VLAN to one or
more destination VLANSs. LAN users are in the destination VLANs and theast@éover is in the
source VLAN. MVR can continuously send multicast stream for traffic in the multicast VLAN, but
isolate the streams from the source VLANS for bandwidth and security reasons.

12.4.1 Property
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This page allows the network administrator to configgeneral settings for MVR, such as
enabling function, selecting VLAN ID (as source VLAN) and specify IP address(es) for receiver/LAN
users.

L PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Logout

Save Reboot

MAC Address Table
Spanning Tree

Discovery
Multicast

General

IGMP Snooping
MLD Snooping
MVE

v
-
-
-

Multicast ') MVR ') Property

: Group Start |I_I.I_I.I_I.I_I

~ state [ Enable

VLAN |
Mode | '“:E"_T:a.tllzle
! Dynamic

Query Time | Sec(1-10

Property
Port Setting 1
GroupAddress o ———
N
ACL
QoS
Diagnosfics
Management
Item Description
State Enable or disable the MVR function.
VLAN Choose one VLAN profile from the drop dowhdis multicast source
VLAN which will receive multicast data. The default is VLAN 1.
Mode Compatible Multicast data received by MVR hosts (multicast sery

will be forwarded to all MVR receiveports.

Dynamic Multicast data received by MVR hosts (medi$t server) on Switch will
be forwarded from those MVR data and client ports grouped under MVR serv

Group Start

Enter an IP address. Any multicast data sent to this IP address w
sent to all source ports on Switch; and all receiver ports wikaicc
/receive data from that multicast address.

Group Count

Select a number to configure a contiguous series of MVR group addresses (i
range for count is 1 to 128; the default is 1).

Query Time

Enter the value of the maximum time €110 seconds) to wafor IGMP report
members on a receiver port before the port is removed from multicast group.

Operational Group

Display the current operational group.

Apply

Apply the settings to the switch.
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12.4.2 Port Setting

It is necessary to specify destination port amdirce port (GE/LAG) for system to perform MVR
operation.

A PROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} MVR ') Port Setting

Port Setting Table

[ | Entry | Port | Role | Immediate Leave
:‘AC @d:"ss fable 1 GE1 None Disabled
gl ree
?a = 2 GE2 Mone  Disabled
Discovery
. 3 GE3 Mone Disabled
Multicast
4 GE4 MNone  Disabled
~ General .
+ 1GMP Snoaping 5 GE5 MNone  Disabled
~ MLD Snooping 6 GE6  MNone Disabled
~ MVR 7 GE7  None Disabled
Property 2 GEZ  None Disabled
L 9 GE9 N Disabled
Group Address one 1=anie

10 GE10 Mone Disabled
11 GEN  None Disabled
12 GE12 MNone Disabled
13 LAG1 Mone Disabled
14 LAG2 MNone Disabled
15 LAG3 MNone Disabled
16 LAG4 MNone Disabled
17 LAG5 MNone Disabled
18 LAGE Mone Disabled
19 LAGT MNone Disabled
20 LAGS None Disabled

Security
ACL

QoS
Diagnostics

Management

00000000 O0OD0OO0O00oOoooOoooog

ltem Description

Edit Edit the selected entry.

Edit Port Setting

; Port ;| GE1

: : @ Mone

; Role ! (O) Receiver
i i () Source

__________________________
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Item Description

Port The index number of selected port.
Role None Noting will be happed to the selected LAN port in MVR
operation.

Receiver The selected port will be treated as destination port whi
will receive multicast data from the multicast server.

Source The selected port will be treated as source port which wil
send multicast data to the receiver port.

Immediate Leave Enable or digble the function of immediate leave.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.

12.4.3 Group Address

This page allows to configure IP address and specify port member for VLAN selddtéd in
C Propertypage

L PROSCENT ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Multicast '} MVR '} Group Address

Group Address Table

Showing entries Showing 0 to 0 of 0 entries Q | I
O | VLAN | Group Address | Member | Type | Life {Sec)
MAC Address Table
Spanniing Tree 0 results found.
Diam\re First | | Previous | | 1| | Next | | Last
— [ asa || Edt || Delete |[ Refresn |
Multicast
~ General
+ IGMP Snooping
~ MLD Snooping
~ MVR
Property
Port Setting
Group Address
Security
ACL
QoS
Diagnostics:
Management
ltem Description
Add Add a new entry.
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Edit Edit the existing entry.

Delete Delete the selected entry.

Refresh Refresh the MVR Group Address table.

Multicast ') MVR '} Group Address

Add Group Address

L
| Growpaadressi [ (0000-0000
Available Port Selected Port
Hember;
Apply H Close
Item Description
VLAN The index number of selected VLAN ID.
Group Address Definearangeof IPRRNBE 434 0S40 6AGK (KS§
EEEPEEE®EEE®EEEE @

Member Choose GE/LAG port to be grouped under the selected VLAN.
Apply Apply the settings to the switch.
Close Close the setting page and back to previous page.
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13 Security

13.1RADIUS

Thispage allows to add and configure multiple RADIUS servers.

LQPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Security ') RADIUS

| (1-10, defautt 3)

|2 | sec(1-30, default 3)

MAC Address Table i
Spanning Tree | | |

Discovery
Multicast

Security
RADIUS RADIUS Table
TACACS+

v AAA Showing entries Shawing 0 te 0 of 0 entries Q|

+ Management Access
« Authentication Manager [ | ServerAddress | Server Port | Priority | Retry | Timeout | Usage |

Port Security 0 results found.

e=cediot : [First| | Previous | [1] | Mext| | Last |
Storm Control [ A || Edt  |[ Deete | —J—_JUIL L

Dos

Dynamic ARP Inspection
DHCP Snooping

IP Source Guard

ACL

QoS

Diagnostics

€ ¢ ¢ <

Management

Item Description

Retry The retry time before the server being considered not reachable.

Timeout Set the time (in seconds) before the server being considered lost
connection.

Key String Enter te string used to encrypt and authenticate with RADIUS
server.

Apply Apply the settings to the switch.

Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the selected entry.

850G-12PI User Manual 109



Security ') RADIUS

Add RADIUS Server

i (8 Hostname
Address Type | () IPvd
0O 1P

SewerAddressé I

ServerPort | [1212

Priority | |

i Use Default

Key String ! I—

: Use Default

e

: Use Default

—

. (O Login
Usage | () 802.1X
L@ AN

Item

Description

Address Type

Specify whether switch useshastname to resolve address by DNS
to connect to server, or directly connect using IPv4 address.

Server Address

9YGSNI 6KS aSNWSNNa | RRNBaa 02

Server Port

Enter the port number used by RADIUS server.

Priority Specifythe priority that switch uses this server. The higher numbe
the lower priority. Switch will start with lowest priority.

Key String Enter the key string used for encrypting and authenticating with
server.

Retry The retry time before the server being cdered not reachable.

Timeout Set the time (in seconds) before the server being considered lost
connection.

Usage Specify whether you would like to use this server for switch login
authentication or 802.1x access port authentication, or both.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.
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13.2TACACS+

This page allows to add and configure multiple TACACS+ server.

QPROSCEND ndustrial 12-Port GbE Managed PoE Switch with 4 GbE SFP+ Uplinks

Save Logout Reboot

Security ') TACACS+

Timeout | [5 | sec1-30, defautt 5)
Key String | |
MAC Address Table —
Spanning Tree Apply
Discovery
Multicast
TACACS+ Table
Security
RADIUS Showing [ Al v entries Showing 0 to 0 of 0 entries
TACACS+ Q I
~ AAA O | Server Address | Server Portl Priority | Timeout

« Management Access

~ Authentication Manager
Port Security [ add  |[ Edt || Delete | —/ e =
Protected Port

Storm Control

Dos

Dynamic ARP Inspection
DHCP Snooping

IP Source Guard

ACL

QoS

0 results found.

€ ¢ € <

Diagnosfics

Management

Item Description

Timeout Set the time (in seconds) before the server being considered lost
connection.

Key String Enter the string used to encrypt and authenticate with RADIUS
server.

Apply Apply the settings to the switch.

Add Add a new entry.

Edit Edit the existing entry.

Delete Delete the selected entry.
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Security ') TACACS+

Add TACACS+ Server

: (8 Hostname
Address Type ! () IPu4

PO IPvE

] Use Default

Key String : I—

: Use Default

Item

Description

Address Ty

Specify whether switch uses a hostname to resolve address by [
to connect to server, or directly connect using IPv4 address.

Server Address

OYGISNI 61KS aSNWSNRNa | RRNBaa O2

Server Port

Enter the port number used by TACS+ server.

Priority Specify the priority that switch uses this server. The higher numb
the lower priority. Switch will start with lowest priority.

Key String Enter the key string used for encrypting and authenticating with
server.

Timeout Set thetime (in seconds) before the server being considered lost
connection.

Apply Apply the settings to the switch.

Close Close the setting page and back to previous page.

13.3AAA

13.3.1 Method List

This page allows to create method list for applying on managemenicserv
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ltem Description

Add Add a new entry.

Edit Edit the existing entry.
Delete Delete the selected entry.
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